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About this policy

This policy provides guidance for school
staff members on how data subject
access requests should be handled
under the current data protection
legislation, and explains the process for
completing the requests. It is intended for
internal use.

This policy is supported by resources on
the Data Protection page on the Learning
Service Microsite.
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policy. The Schools Data Protection Officer can facilitate and
support the school with responding to data subject access
requests if required.

Cynnwys Tudalen



CYNGOR SIR
. YNYS MON

ISLE OF ANGLESEY
COUNTY COUNCIL

Gwasanaeth Swyddog Diogelu Data Ysgolion Man

Anglesey Schools Data Protection Officer Service

Content Page
1. Policy Statement 25
2. Scope 25
3. Responsibilities 25
3.1. School Governing Body 25
3.2. Headteacher (and/or Person Responsible for Data Protection 25
within the School)
3.3. Schools Data Protection Officer 26
3.4. All Staff within the School 27
4. Legislation, Guidance and Policies 28
5. Definitions 28
6. What is a Data Subject Access Request? 29
7. Requests for Information about Children 31
8. What is Personal Data? 31
9. What to do when the School Receives a Data Subject Access Request 32
9.1. Request by E-mail 32
9.2. Request by Letter 32
9.3. Schools Data Subject Access Request Form 32
9.4. Verbal Request 32
9.5. Confirmation of Receipt 33
10. Verifying ldentity and the Right to Act on Behalf of the Data Subject 33
10.1. Verifying Identity 33
10.2. Proof of the Right to Act on Behalf of the Data Subject 34
11. Time Limit for Responding to a Request 34
12. Collation of Information 35
13. Deleting Personal Information in the Normal Course of School 36
Business
14. Third Party Information 37
15. Issuing the Response to the Data Subject Access Request 37
16. Refusing to Respond to a Data Subject Access Request 38
17. Exemptions to the Right of Access 39
18. Previous Data Subject Access Requests 40
19. Complaints Procedure 40
20. Charging a Fee 40
21. Register of Data Subject Access Requests 41
22. Access to Official Education Records 41
23. Breach of the Policy 42
24. Review of Policy and Oversight Arrangements 42

24



Gwasanaeth Swyddog Diogelu Data Ysgolion Man

Anglesey Schools Data Protection Officer Service

CYNGOR SIR
~ YNYS MON

ISLE OF ANGLESEY
COUNTY COUNCIL

1. Policy Statement

This policy sets out the procedure to be followed by the school and how it will comply
with data protection obligations in the event of a data subject access request. It
ensures a consistent and effective approach to the management of data subject
access requests; establishes roles and responsibilities and the process of
responding to such requests.

The school is fully committed that it ensures full compliance with data protection
legislation and ensures that it is meeting its legal, statutory and regulatory
requirements under the UK GDPR. The school will ensure that appropriate action is
taken immediately to respond to data subject access requests.

The school will consult and seek the advice of the Schools Data Protection Officer
relating to any requests, incidents, issues, concerns or questions regarding data
subject access requests.

2. Scope

This policy applies to all school staff but much of the policy is aimed primarily at
those members of staff who deal with data subject access requests. The Schools
Data Protection Officer can facilitate and support the school with responding to data
subject access requests where needed. The school will ensure that it fully supports
the Schools Data Protection Officer with any tasks relating to data subject access
requests.

This policy provides guidance to all school staff on how data subject access requests
should be handled including what to do if the school receives a data subject access
request and how to identify whether a request for information is a data subject
access request or not.

This policy is intended for internal use. It is not a privacy policy or statement, and is
not to be made routinely available to third parties.
3. Responsibilities

3.1. School Governing Body
The school governing body has the responsibility for:

e monitoring the school’s overall compliance and accountability relating to this
policy;

e ensuring that the school can evidence compliance with data protection
legislation.

3.2. Headteacher (and/or Person Responsible for Data Protection within the School)
The Headteacher and/or the person who is responsible for data protection within the
school is responsible for ensuring that:
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e all staff within the school understand and fully comply with this policy;

e when the school receives data subject access requests, that all requests that
are unclear or are complex, are immediately forwarded to the Schools Data
Protection Officer for advice and guidance;

e the school has effective information management systems and procedures in
place to be able to easily locate, extract, gather and collate personal
information and can provide it to the Schools Data Protection Officer as soon
as possible when required;

e providing relevant information and support regarding the data subject access
request so that the school/Schools Data Protection Officer has sufficient time
to reply within one calendar month;

e a letter acknowledging the receipt of a request which includes a date of when
the response will be provided and explaining what rights the individual has
under the right to access is sent;

e itis checked with the individual what exactly is being requested if it is not clear
what information they are asking for;

e any printing or copying of documents is carried out and that any documents
are securely shared with the Schools Data Protection Officer as soon as
possible when required,;

e the identity of the person making the request is verified or providing support to
the Schools Data Protection Officer in verifying identity where needed;

o all staff comply with the Schools Retention Schedule and that the school
carries out regular housekeeping activities;

e the meaning of any complex terms or abbreviations contained within the
information is confirmed so that a written explanation can be provided to the
individual where needed;

e the individual’s right to request access to personal data is set out in the
school’s Privacy Notice;

e the Schools Data Subject Access Request Form is provided to individuals
upon request and is available via the school website or social media
accounts;

e keeping and maintaining a register that holds information about all data
subject access requests received by the school and sharing figures with the
Schools Data Protection Officer;

e dealing with any written complaints about the way requests have been
handled and about what information has been disclosed;

e gathering relevant information and support regarding requests from pupils and
parents to access official education records so that there is sufficient time to
respond within the required timescale.

3.3. Schools Data Protection Officer
The Schools Data Protection Officer is responsible for:
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¢ monitoring that all data subject access requests received by the school are
dealt with in accordance with the UK GDPR and other relevant UK data
protection legislation and guidance;

e facilitating and supporting the school to respond to data subject access
requests within the time period where required;

e supporting with verifying the identity and address of the person making the
request and whether they have the authority to request information on behalf
of another individual when relevant;

e checking with the individual what exactly is being requested if it is not clear
what information they are asking for where required;

e supporting the school with sending a letter acknowledging the receipt of a
request which includes a date of when the response will be provided and
explaining what rights the individual has under the right to access (including
an explanation if the request is deemed ‘complex’) where required;

e supporting the school in deciding whether any exemptions apply; if any third
party information cannot be shared and if a reasonable interval has elapsed
since any previous data subject access requests;

e supporting the school in providing a response to the individual in terms of the
personal information that can be shared, including a response letter, that will
provide any explanation regarding any exemptions or data that cannot be
disclosed where required;

e keeping and maintaining a central register that holds information about all
data subject access requests;

e providing figures regarding the number of data subject access requests to the
school’s governing body via the annual information governance assurance
report and to the Learning Service Senior Management Team and the Isle of
Anglesey County Council Audit and Governance Committee via the annual
high level summary report;

e passing any complaints received about the way requests have been handled
and about what information has been disclosed to the Headteacher;

e facilitating and supporting the school to respond to requests from pupils and
parents to access official education records within the time period where
required;

e providing training on data subject access requests to relevant staff.

3.4. All Staff within the School
All staff employed or volunteering within the school, including teachers, classroom
assistants and business support staff are responsible for:

e ensuring understanding and full compliance with this policy;

e being able to recognise a data subject access request and then immediately
informing the Headteacher and/or the person responsible for data protection
within the school that a request has been received;

e when required, supporting the school to gather and collate all the personal
data that has been requested as soon as possible;

e fully complying with the Schools Retention Schedule.
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4. Legislation, Guidance and Policies

The school has a mandatory duty to ensure that individuals have the right to know
what information is held about them- the right to access- under the UK General Data
Protection Regulations (UK GDPR) and the Data Protection Act 2018. Data
protection legislation provides a framework to ensure that personal information is
handled properly.

This policy is also based on relevant codes of practice and on guidance published by
the Information Commissioner’s Office (ICO), including the ICQO’s ‘Subject access
code of practice: Dealing with requests from individuals for personal information’ and
‘Right of Access Guidance’- https://ico.org.uk/for-organisations/quide-to-data-
protection/quide-to-the-general-data-protection-regulation-gdpr/right-of-access/

This policy should also be read in conjunction with the Schools Data Protection
Policy; Procedure for Sharing Information with Police Authorities in the United
Kingdom (Gwynedd & M6n); Schools Retention Schedule; School Staff E-mail
Policy; Schools CCTV System Policy, Schools Data Processing Policy and Schools
Records Management Policy.

The following relevant templates are available on the Data Protection page on the
Learning Service Microsite:

e Schools Data Subject Access Request Form;

e Schools Data Subject Access Request Log;

e Schools Data Subject Access Request Acknowledgment Letter Template;
e Schools Data Subject Access Request Extension Letter Template;

e Schools Data Subject Access Request Response Letter Template.

5. Definitions

Personal data Any information relating to an identified or identifiable natural
person that can be identified either directly or indirectly from
that information. This can be stored electronically, on a
computer, or in paper-based filing systems.

Special Information about an individual’s race, ethnic origin, political
category data opinions, religious or philosophical beliefs, trade union
membership (or non-membership), genetics information,
biometric information (where used to identify an individual) and
information concerning an individual’s health, sex life or sexual
orientation. Special category data is personal data that needs
more protection because it is sensitive.

Data subject The individual to whom the personal information relates.

Data controller | The people, or organisations, which determine the purposes
for which, and the manner in which, any personal data is
processed. The data controller has a responsibility to establish
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practices and policies in line with legislation. The school is the
data controller.

Processing Collecting, obtaining, recording, organising, structuring, storing,
information retaining, amending, adapting, altering, retrieving, consulting,
disseminating, restricting, disclosing, destroying, erasing
information or using or doing anything with it.

Third-party A third party is somebody who is not the data controller, the
information data processor or the data subject.

Information The ICO is the UK's independent body (supervisory authority)
Commissioner’s | set up to uphold information rights. The ICQO’s role is to uphold
Office (ICO) information rights in the public interest. This includes dealing

with complaints regarding problems accessing personal
information from an organisation, or if there are concerns about
how an organisation has handled information- if the information
is wrong, has been lost or disclosed to someone else. Data
breaches that are a high risk to individuals are reported to the
ICO.

6. What is a Data Subject Access Request?

The school holds personal data (or information) about pupils, parents, employees
and suppliers for a variety of business purposes.

Under the UK GDPR, individuals have the right of access- the right to make a data
subject access request for their personal information. The purpose of the right is to
enable the individual to be aware of, and verify, the lawfulness of the processing of
personal data that the school is undertaking.

A data subject access request is a request made by or on behalf of an individual (the
data subject) for the personal information held by the school about the individual to
which he or she is entitled to.

Individuals have the right to obtain confirmation as to whether or not their personal
information is being processed and to also request access and to obtain copies of
their personal information; to verify the lawfulness of processing and to verify the
accuracy of the information that the school holds about them.

Individuals also have the right to be given supplementary information about their
personal data. These include the right to:

e be given a description of the information;

e be informed of what the school uses it for (the purposes for which the school
processes the information);

e be informed, where possible, of the period for which it is envisaged the
personal data will be stored, or, if not possible, the criteria used to determine
that period;
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e be informed who the school might pass it on to (the recipients or categories of
recipient to whom the personal data has been or will be disclosed); and

e receive any information the school might have about the source of the
information (where the personal information has not been collected from the
individual, any information available regarding the source of the data).

In addition, individuals also have the right to:

e request that the school rectifies, erases or restricts the processing of personal
data;

e oObject to its processing;

e tolodge a complaint with the ICO.

Individuals have the right to access personal information about them and which is
eligible for disclosure. The right of subject access is not absolute. Exemptions and
restrictions apply in certain situations.

A data subject access request can be made verbally or in writing but it is
recommended that requests are made in writing if possible. The request needs to be
sufficiently clear what personal information is being requested.

The request does not have to include the words ‘data subject access’ or make any
reference to the UK GDPR or the Data Protection Act 2018 for it to be a valid
request. Also, individuals do not have to provide a reason for making the request or
what they intend to do with the information requested. For example, a letter which
states ‘please provide me with a copy of all the information that you have about me’
will be a data subject access request and should be treated as such.

Individuals should provide a description of what personal data and other information
they are requesting, and state if they are asking for specific documents or
information. They should also provide information, if it is possible, about the location
of data; relevant time periods; dates of any particular correspondence, meetings or
telephone calls; the name(s) of people they have dealt with within the school and any
other relevant information they think that might help to respond to the request. This is
not mandatory but can help with focusing the search for the information that they
require.

If it is not clear what information is being requested, then the school/the Schools
Data Protection Officer will need to promptly check with the individual what exactly is
being asked for.

A Schools Data Subject Access Request Form is available in order for individuals to
make a data subject access request, but it is not mandatory for this form to be used
to make a request. The form provides a structure to the request and prompts the
individual to include necessary details and supporting documents.
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The Schools Data Subject Access Request Form is available on the Data Protection
page on the Learning Service Microsite and the school will make this available to any
individuals who requests this form. The school will also provide links to the form on
their website or social media accounts.

The individual’s right to request access to personal data is set out in the school’s
Privacy Notice.

7. Requests for Information about Children

If a parent or guardian of a child under 16 makes a data subject access request on
behalf of the child, consideration will be given whether the child can provide their
own consent. It is the child who has a right of access to the information held about
them. In the case of young children, those with parental responsibility for them are
likely to exercise these rights on their behalf.

Consideration will be given whether the child is mature enough to understand their
rights. If it is decided that the child can understand their rights, then the response will
be provided to the child rather than the parent/guardian.

It needs to be established if the child is able to understand what it means to make a
data subject access request and how they will interpret the information they receive.
The school and the Schools Data Protection Officer will consider:

e the child/young person’s level of maturity and their ability to make decisions;

¢ the nature of the personal information;

e any court orders relating to parental access or responsibility that may apply;

e any duty of confidence owed to the child/young person;

e any consequences of allowing those with parental responsibility access to the
child/young person’s information;

e any detriment to the child/young person if the individual with parental
responsibility cannot access this information;

e any views the child/young person has on whether their parents/guardians
should have access to information about them.

8. What is Personal Data?

The individual is only entitled to receive information which constitutes his or her
personal data. The Schools Data Protection Officer can provide guidance on what
constitutes personal information out of the information that has been gathered by the
school in response to the request if needed.

Personal data is information relating to an identified or identifiable natural person that

can be identified either directly or indirectly from that information, in particular by
reference to an identifier e.g. their name, identification number, location data or

31



CYNGOR SIR
~ YNYS MON

ISLE OF ANGLESEY
COUNTY COUNCIL

Gwasanaeth Swyddog Diogelu Data Ysgolion Man

Anglesey Schools Data Protection Officer Service

online identifier or to one or more factors specific to the physical, physiological,
genetic, mental, economic, cultural or social identity of that natural person.

This also includes special category information.

It may also include personal information that has been pseudonymised (e.g. key-
coded), depending on how difficult it is to attribute the pseudonym to a particular
individual.

9. What to do when the School Receives a Data Subject Access Request

When the school receives a request, it will need to recognise if the request is a data
subject access request or something else. If the request is a data subject access
request, it must be acknowledged as a request as soon as possible. Please see the
Schools Data Subject Access Request Acknowledgment Letter Template.

If the school is unsure as to whether a request for information is a data subject
access request, the Schools Data Protection Officer should be contacted as soon as
possible. The Schools Data Protection Officer can provide advice and guidance so
that a prompt response to the request is provided.

It may be appropriate for the school to deal with the request themselves without the
input of the Schools Data Protection Officer in some instances, but if there is any
doubt, the Schools Data Protection Officer should be contacted immediately.

Requests can be forwarded to the Schools Data Protection Officer as follows:

9.1._Request by E-mail

If the data subject access request is received by the school via e-mail, the request
should be immediately and securely sent to this e-mail address:
dpoysgolionmon@ynysmon.gov.uk

9.2._Request by Letter
If the data subject access request is received by a letter, the school should:

e scan the letter; and
e send the scanned copy of the letter (with a password protection on the letter)
to this e-mail address: dpoysgolionmon@ynysmon.gov.uk

9.3._Schools Data Subject Access Request Form

If the data subject access is received by the school via a completed Schools Data
Subject Access Request Form, the form should be sent immediately to the Schools
Data Protection Officer as per direction in 9.2.

9.4. Verbal Request
If the school receives a verbal data subject access request, the school should:
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e take the name and contact details of the individual;

¢ verbally inform the individual that the school will notify the Schools Data
Protection Officer that the individual has made a verbal request and that the
Schools Data Protection Officer will contact them in relation to the request;

e immediately and securely e-mail the Schools Data Protection Officer and
provide the individual's contact details and details of the verbal request and
the date on which it was received: dpoysgolionmon@ynysmon.gov.uk

9.5. Confirmation of Receipt

The school will receive confirmation when the request (or the e-mail concerning a
verbal request) has been received by the Schools Data Protection Officer. If the
school does not receive such confirmation within two working days of sending it, the
school should contact the Schools Data Protection Officer to confirm safe receipt.

10. Verifying Identity and the Right to Act on Behalf of the Data Subject

10.1. Verifying Identity

Before responding to a data subject access request, reasonable steps will be taken
to verify the identity and address of the person making the request and whether they
have the authority to request information on behalf of another individual. This is in
line with the need to positively identify the data subject in order to verify the validity
of the request.

If the person making the data subject access request is not the data subject, but an
agent appointed on their behalf, they will need to provide evidence of their identity as
well as that of the individual.

Identification that clearly shows name, date of birth and current address must be
provided in order to verify both identity and address.

One of the following original documents is required as proof of identity:
e passport;
e driving licence;

e birth or adoption certificate.

One of the following original documents is required as proof of address (showing
their current address dated within the last three months):

e bank/credit card statement;
o utility bill;
e driving licence.
If an individual has changed their name, they are asked to provide the relevant

documents evidencing the change.
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If the individual is requesting CCTV footage, they will need to provide
date/time/location of the footage and photographic evidence of identity and/or
detailed description to allow for identification.

Original documentation should be sent securely (e.g. via recorded delivery) and will
be returned immediately once verified.

If, having requested additional information, it is still not possible to identify the
individual, it is possible to refuse to act on the data subject access request.

10.2. Proof of the Right to Act on Behalf of the Data Subject

Third parties may request information on behalf of an individual. They could be
parents, guardians, legal representatives and those acting under a power of attorney
or other legal authority.

If a person is requesting information on behalf of the individual concerned, then they
must provide sufficient evidence of their right to act on behalf of the individual.

This might be a signed letter of authority from the person on whose behalf they are
making this request, a power of attorney; evidence of parental responsibility or
confirmation that they are the individual’s legal representative.

It is possible to refuse to act on the data subject access request if proof of the right to
act on behalf of the individual is not provided.

The Schools Data Subject Access Request Form includes sections for verifying
identity and to verify the authority of third parties requesting information on behalf of
individuals.

11. Time Limit for Responding to a Data Subject Access Request

Once a data subject access request is received, the information requested must be
provided without delay and at the latest within one calendar month of receiving the
request. A note will be made of when the request was received and when the time
limit will end. The one month period begins once receipt of a fully completed form or
a clear request and proof of identity have been received.

The Schools Data Protection Officer will facilitate and support the school in
responding to the request where required.

Some data subject access requests may be complex, i.e.:
e if a request is manifestly unfounded or excessive; and/or

¢ information is required from more than one source (multiple information
sources); and/or
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¢ the individual has made numerous (several/repeat) requests (whether current
or not); and/or
e involves releasing contentious information.

When a complex data subject access request is received, the Schools Data
Protection Officer:

e may extend the period of compliance by a further two months; and
¢ will inform the individual of the extension within one month of the receipt of the
request, and explain why the extension is necessary.

Individuals will receive a letter acknowledging the receipt of their request and will
also include a date of when the response will be provided. The letter will also explain
what rights the individual has under the right to access. Please see the Schools Data
Subject Access Request Acknowledgment Letter Template and Schools Data
Subject Access Request Extension Letter Template.

It is expected that a response is provided to the data subject within the time period
irrespective if school term breaks occur during the response period. The school will
take all reasonable steps to have a process in place that will aim to ensure that all
requests can be processed and that a full response is provided within the timeframe
regardless of when the request is received by the school.

The school will pro-actively advise pupils, parents and guardians by letter that it may
not be looking at post during school holidays; placing a notice on the school website
and providing an alternative contact point for any urgent matters, but will make
arrangements to ensure that responses are provided within the timeframe as far as
reasonably possible in order to comply with statutory requirements.

There are limited timescales within which to respond to a request and any delay
could result in failing to meet those timescales, which could lead to enforcement
action by the ICO and/or legal action by the affected individual.

12. Collation of Information

The school is responsible for gathering and collating all the personal data that has
been requested and will provide the information to the Schools Data Protection
Officer as soon as possible (if supporting the school to prepare the information for
response) in order to comply with the statutory time period.

The school will ensure that it has effective information management systems and
procedures in place to be able to easily locate, extract, gather and collate personal
information. The school’'s Records of Processing Activities (ROPA) states where and
how personal information is stored and will be used to help locate information.

The school will need to gather all electronic and paper records held that includes
personal information regarding the individual that are contained within files, e-mails,
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CCTV, letters, reports and images. Archived documents are also subject to data
subject access requests.

The personal information may be located in several different electronic and manual
filing systems. It is important to identify at the outset the type of information
requested so that the search for the information can be focused.

Depending on the type of information requested, the school may need to search all
or some of the following:

e electronic systems e.g. databases, networked and non-networked computers
or laptops, servers, SIMS, e-mail data, back up and electronically archived
data, CCTV, paper notes within notebooks;

e manual filing systems in which personal information is stored;

e data systems held externally by the school’s data processors;

e data held by any contractor(s) and/or consultants engaged by the school that
may hold personal information.

Any contracts and agreements with external organisations/data processors will
provide that the organisation will assist the school in providing subject access.

Personal information regarding the individual held by the secondary school that has
followed the pupil from primary school or a previous school that the individual has
attended, is subject to the subject access request made by the individual to the
secondary school as this information is now a part of the secondary school’s records
on that individual.

All information gathered will need to be securely shared with the Schools Data
Protection Officer (if supporting the school to prepare the information) so that the
information is prepared for response. The school will need to scan a copy of relevant
documents or alternatively print out or prepare copies of documents and will need to
arrange for the Schools Data Protection Officer to receive the information as soon as
possible and within a secure manner.

The school will ensure that sufficient time is given to relevant members of school
staff dealing with the request or the Schools Data Protection Officer, to be able to
prepare the information for response.

13. Deleting Personal Information in the Normal Course of School Business
The personal information that the school is required to supply in response to a data
subject access request must be supplied by reference to the information in question

at the time the request was received.

However, as the school has one month in which to respond and it is generally
unlikely that a response will be provided on the same day as the request is received,
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the school is allowed to take in to account any amendment or deletion made to the
personal information between the time the request is received and the time the
personal information is supplied if such amendment or deletion would have been
made regardless of the receipt of the data subject access request.

The school will comply with the Schools Retention Schedule that is available on the
Data Protection page on the Learning Service Microsite. This sets out the relevant
retention period for different types of personal information and documentation.

Therefore, the school is allowed to carry out regular housekeeping activities even if
this means that the school deletes or amends personal information after the receipt
of a data subject access request. However, the school cannot withhold, amend
or delete information because it does not want to supply the information.

14. Third Party Information

If any of the information to be disclosed includes incidental disclosure of third-party
information (e.g. family members, referees, etc.) then that information should not be
disclosed without the consent of the third party.

If consent cannot be obtained, then the following points need to be taken into
account:

e the duty of confidentiality to the third party;

o steps taken to seek consent;

e whether the third party is capable of giving consent (they may be
incapacitated or uncontactable);

e any express refusal of consent;

e is it reasonable under all the circumstances to disclose without consent?

The Schools Data Protection Officer can balance the individual’s right of access
against the third party’s individual rights over their own information. The right to
access should not adversely affect the rights and freedoms of others.

Before sharing any information that relates to third parties, information that identifies
third parties will be anonymised where possible and where appropriate.

The Schools Data Protection Officer can identify what third-party information can be
disclosed and what should be withheld. Disclosures will explain to the individual that
some information was withheld and the reason why. However, when informing why,
care needs to be taken to avoid providing information that must not be disclosed to
the individual.

15. lIssuing the Response to the Data Subject Access Request
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Once the information has been prepared, a response will be sent to the individual
along with a response letter. Please see the Schools Data Subject Access Request
Response Letter Template.

The response will be provided in clear and plain language and in a way that is
concise, transparent, easy to understand and easy to access.

Any data exempt from disclosure and any relevant third party information will be
removed or edited out before issuing the response. Some data that should not be
disclosed may be redacted and the individual may receive only part of the
information they have asked for, depending on the circumstances. Copies of
documents may show blanked-out text or missing sections. Redaction will either be
carried out manually or via redaction software.

The right of access does not entitle the individual to receive full copies of original
documents held by the school, only their personal information contained in the
documents.

Information in permanent form will be sent to the individual by supplying a photocopy
or print-out of the relevant information or by supplying the information in electronic
form, depending on the preference of the individual.

Documents will be securely sent via post in paper form or via e-mail in electronic
form except where it has been agreed or requested otherwise, or where it would
involve undue effort. In these circumstances, individuals can collect the information
in person; view the information at the school or Council Offices or go through the
information with a member of staff. Where possible, the information may be provided
via remote access to a secure system which would provide the individual with direct
access to their personal information. Information should be sent through the post via
special delivery.

A written explanation of any complex or technical terms, codes or abbreviations
contained within the information will be provided when it is shared. The Schools Data
Protection Officer may require the support of the school to confirm any terms or
abbreviations if it is not clear what they mean.

Reasonable adjustments may be required such as providing the response in Braille,
large print, or in audio formats.

16. Refusing to Respond to a Data Subject Access Request
The school may refuse to act on a data subject access request where:

e even after requesting additional information, the school is not in a position to
identify the individual making the data subject access request;
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e requests from an individual are manifestly unfounded or excessive e.g.
because of their repetitive character or, in certain circumstances, where the
request relates to large amounts of data.

If the school intends to refuse to act on a data subject access request, the individual
will be informed no later than one month after receiving the request:

e of the reason(s) why the school is not taking action; and
e that they have the right to complain to the ICO and seek a judicial remedy.

If a request is refused, the school as the data controller has the burden of
demonstrating that the decision is correct. The Schools Data Protection Officer can
provide guidance with this decision.

17. Exemptions to the Right of Access

In certain circumstances the school may be exempt from providing some or all of the
personal data requested under data protection legislation. Information may be
exempt because of its nature or because of the effect its disclosure is likely to have.

Exemptions will only be applied on a case-by-case basis after careful consideration
of all of the facts. The Schools Data Protection Officer can decide or provide
guidance on what information can and cannot be shared.

The following are exemptions to the right of access:

e crime detection and prevention;

e protection of rights of others;

e confidential references;

e legal professional privilege;

e information used for research, historical and statistical purposes;
e management forecasting;

e negotiations.

The following are examples of information which (depending on the circumstances) it
might be appropriate to withhold:

e information that might cause serious harm to the physical or mental health of
the pupil or another individual;

¢ information that would reveal that the child is at risk of abuse, where
disclosure of that information would not be in the child’s best interests;

¢ information contained in adoption and parental order records; and

e certain information given to a court in proceedings concerning the child.

The individual will be informed no later than one month after receiving the request if
any exemptions to the right of access apply and that they have the right to complain
to the ICO.
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18. Previous Data Subject Access Requests

If a previous data subject access request has been made, there is only a need to
respond if a reasonable interval has elapsed since the previous request. A
reasonable interval will be determined upon the nature of the information; the time
that has elapsed, and the number of changes that have occurred to the information
since the last request was made.

The Schools Data Protection Officer will be responsible for making the decision
whether or not a reasonable interval has elapsed since the previous request. The
individual will be informed no later than one month after receiving the request if a
response will not be provided. The individual will also be informed that they have the
right to complain to the ICO.

19. Complaints Procedure

If an individual is dissatisfied with the way their data subject access request has
been handled, they may complain through the school’s complaint process in the first
instance. The school will deal with any written complaint about the way the request
has been handled and what information has been disclosed.

If the individual remains dissatisfied, they can complain to the ICO and/or the courts.
The ICO may serve an enforcement notice if the school has failed to comply with the
subject access provisions.

Details regarding making a complaint is provided within the response letter sent to
individuals with their personal information.

20. Charging a Fee

The school cannot charge a fee for dealing with data subject access requests.
However, where requests from an individual are vexatious, manifestly unfounded or
excessive, in particular because of their repetitive character (i.e. been submitted
previously), the school may either:

e charge a “reasonable fee” taking in to account the administrative costs of
providing the information or communication or taking the action requested; or
e refuse to act on the request.

The school may also charge a “reasonable fee” if further copies of the same
information is requested.

The “reasonable fee” (if charged) must be based on the administrative cost of

providing the information. The Schools Data Protection Officer can provide guidance
regarding the fee.
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The school is responsible for printing out/covering the costs of printing information
that is provided as part of the data subject access request.

21. Register of Data Subject Access Requests

The Headteacher will be responsible for keeping and maintaining a register that
holds information about all data subject requests received by the school. A Schools
Data Subject Access Request Log template is available on the Data Protection page
of the Learning Service Microsite.

The Schools Data Protection Officer will be responsible for keeping and maintaining
a central register that holds information about all data subject access requests.

The register will hold the following information regarding data subject access
requests:

e details of request;

e confirmation of identification;

e extension applied (if applicable);

o fees applied (if applicable);

e third-party disclosure (if applicable);
e issues or concerns (if applicable);

e date response provided.

The information collected whilst processing individual data subject access requests
will be kept for a period of three years from the date the request was completed.

The Schools Data Protection Officer will provide figures regarding the number of
data subject access requests in the annual information governance assurance report
to the school’s governing body. Headteachers will share their figures with the
Schools Data Protection Officer.

Figures will also be included in the Schools Data Protection Officer’s high level
annual summary report on all schools that is presented to the Learning Service
Senior Management Team and to the Isle of Anglesey County Council Audit and
Governance Committee.

22. Access to Official Education Records

Pupils and parents have a right under The Education (Pupil Information) (Wales)
Regulations 2004 to access their own official education records or that of their
children who attend a maintained school.

Pupils and parents can make requests in writing to the Headteacher. A request for
an educational record must receive a response from the school within 15 school

days.
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The school may withhold information in certain circumstances, such as where
serious harm may be caused to the pupil’s physical or mental health or another
individual, or where the request is for an exam script or for exam marks before they
are officially announced.

The school can charge an amount for information provided from an education record
dependent upon the number of pages provided.

The Schools Data Protection Officer can facilitate and support the school to respond
to requests from pupils and parents to access official education records where
needed.

23. Breach of the Policy

Non-compliance with this policy by members of school staff could lead to serious
consequences. Failure to comply with the right of access under the UK GDPR puts
the school; the individual member of staff and the Council at potentially significant
risk.

If the school fails to comply with a data subject access request, or fails to provide
access to all the personal data requested, or fails to respond within the one month
time period, the school will be in breach of UK GDPR and other relevant legislation.
This may have several consequences:

e it may put the individual(s) whose personal information is being processed at
risk;

e the individual may complain to the ICO and this may lead the ICO to
investigate the complaint. If the school is found to be in breach, enforcement
action could follow, which carries the risk of significant civil and criminal
sanctions for the school/Council and, in some circumstances, for the
individual responsible for the breach;

e if an individual has suffered damage, or damage and distress, as a result of
the school’s breach of the UK GDPR or other relevant legislation, he or she
may take the school/Council to court and claim damages; and

e a court may order the school to comply with the data subject access request if
it is found that the school has not complied with its obligations under the UK
GDPR and other relevant legislation.

Due to the importance of this policy, an employee’s failure to comply with any
requirement of it may lead to disciplinary action under the school’s procedures, and
this action may result in dismissal for gross misconduct. If a non-employ breaches
this policy, they may have their contract terminated with immediate effect.

24. Review of Policy and Oversight Arrangements
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This policy will be reviewed by the Schools Data Protection Officer every three years,
unless changes to legislation, codes of practice, guidance or commissioner advice
requires the policy to be updated sooner.

This policy will be approved by the Learning Senior Management Team and will be
adopted by the school governing body. Compliance with this policy and related
procedures will be monitored by the School Leadership Team and the governing
body.

If there are any queries or concerns about anything contained in this policy, the
Schools Data Protection Officer should be contacted without hesitation:

E-mail: dpoysgolionmon@ynysmon.gov.uk

Telephone: 01248 751833

Address:

Learning Service

Isle of Anglesey County Council
Council Offices

Llangefni

Anglesey

LL77 7TW

Further information regarding the right to access and data subject access requests
can be obtained from the ICO website: https://ico.org.uk
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