Ysgol Cybi

Privacy Notice- School Workforce
(How we use workforce information)

We have a duty under data protection legislation to process personal data relating to those
people we employ to work at our school. Personal data, or personal information, means any
information about an individual from which that person can be identified.

This notice gives you information about the data we hold about you, how we use it, your
rights in relation to it and the safeguards that are in place to protect it. It provides
information about the collection and processing of staff personal information by the school
from application until cessation of employment.

The school workforce includes all those employed to teach, or otherwise engaged to work,
either on a paid, contracted or voluntary basis, at the school.

The school is registered as a data controller with the Information Commissioner’s Office
(ICO). Full details of the registration are available via the ICO register of data controllers.
The school as the data controller is responsible for your personal data.

The categories of workforce information that we process:

e personal information (such as name, date of birth, employee or teacher number, national
insurance number, address history and proof of identity and right to work)

e special categories of data including characteristics information (such as ethnicity or
membership of a trade union)

e contact information (such as address, telephone number and e-mail addresses, and
emergency contacts)

e medical information (such as any medical conditions, allergies, required medication and
Covid-19 test results and related information)

e contract information (such as start dates, working hours, post, roles and salary
information)

e driving and vehicle information (such as MOT and insurance documentation)

e attendance and absence information (such as number of absences and reasons)

qualifications, skills, experience and employment history (and, where relevant, subjects

taught)

performance information

outcomes of any disciplinary and/or grievance procedures

outcome of criminal record checks and security clearance

financial information (banking information)

photographic, visual and video images, audio records, on-line live streaming and

recordings and CCTYV footage. (for learning, assessment, safety and identity purposes)

e data about your use of the school’s information and communications system.

Why we collect and use workforce information
We collect and use workforce information, for the following purposes:

e to assist in the provision of education services
e to safeguard pupils



e to enable the school workforce to be paid, and to support pension payment and
calculations

e to enable sickness monitoring and to support in circumstances of absence

e to meet the statutory duties placed upon us by the Welsh Government and Public Health
Wales with regard to protecting public health

o to facilitate safe recruitment and to comply with safeguarding obligations

e to support effective performance management

e to assess the overall effectiveness of the workforce, and review how efficiently it is being
deployed

¢ to inform the development of our recruitment and retention policies

e to allow better financial modelling, planning and auditing

e to contact staff outside of the school if required, or to contact others known to you where
you have provided the information, when it would be reasonable to do so.

The information will not be used for purposes that are not compatible with why it is gathered
in the first instance, unless we reasonably consider that we need to use it for another
reason and that reason is compatible with the original purpose. Please note that we may
process your personal data without your knowledge or consent, where this is required or
permitted by law.

We collect and use your personal information because we have one of the following legal
bases for processing (Article 6 (UK GDPR)):

e to comply with a legal obligation
e to fulfil a contractual obligation
e to carry out a task in the public interest

Less commonly, we may also use personal information about you where:

e you have given us consent to use it in a certain way
e we need to protect your vital interests (or someone else’s interests)

Where you have provided us with consent to use your data, you may withdraw this consent
at any time.

Some of the reasons listed above for collecting and using personal information about you
overlap, and there may be several grounds which justify the school’s use of your data.

If we process any special category data, in addition to one of the legal bases above,
processing will be necessary because one of the conditions under Article 9 (UK GDPR)
applies. This includes information about (where applicable):

e race, ethnicity, religious beliefs and political opinions
e trade union membership
e health, including any medical conditions, and sickness records

We apply the following principles where we use personal information

processed lawfully, fairly and in a transparent manner

collected for specified, explicit and legitimate purposes (‘purpose limitation')
adequate, relevant and limited to what is necessary

accurate and, where necessary, kept up to date
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e keptin a form which permits identification of data subjects for no longer than is
necessary
e processed in a manner that ensures appropriate security of the personal data.

How we collect workforce information

We collect personal information via applications for employment, staff contract forms and
general staff data collection forms. Workforce data is essential for the school’s / local
authority’s operational use.

We may also collect, store and share personal information including photographs, images
and audio recordings via technologies that are used for on-line learning purposes and for
communicating with pupils, parents and the wider community. This could be via
technologies, apps and social media accounts (such as Microsoft Teams, ClassDojo and
Facebook).

We have CCTV systems in key locations for the purposes of safety and the prevention and
detection of crime. Signs are prominently displayed notifying you that CCTV is in operation
and providing you with details of who to contact for further information about them. We will
only disclose CCTV images to third parties for the purposes of public safety and the
prevention and detection of crime.

Whilst the majority of information you provide to us is mandatory, some of it is provided to
us on a voluntary basis. In order to comply with data protection legislation, we will inform
you at the point of collection, whether you are required to provide certain workforce
information to us (and if so, what the possible consequences are of not complying), or
whether you have a choice.

How we keep information accurate and up to date

We want to make sure that your personal information is accurate and up to date. We ask
that staff take reasonable steps to ensure that the personal data that we hold about you is
accurate and that you update us of any changes. We will update the information as soon as
possible both in paper and in electronic records.

You should also let us know if you disagree with something written on your record. We may
not always be able to change or remove that information, but we’ll correct factual
inaccuracies and may include your comments in the record to show that you disagree with
it.

How we store workforce data

Personal data is stored in line with our Schools Data Protection Policy.

We create and maintain an employment file for each staff member. The information
contained in this file is kept secure and is only used for purposes directly relevant to your
employment.

How long we keep the information before it is securely disposed of varies depending on the

type of information, legal requirements and school need. We will process staff data securely
for the above purposes for no longer than necessary.
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We generally hold school workforce data throughout your period of employment and for a
set period after the cessation of your employment in accordance with our Schools Data
Retention Schedule. This document can be obtained by contacting the Headteacher.

Who we share workforce information with

Where necessary and lawful, or when required by legal obligation, we share relevant
information with:

our local authority, the Isle of Anglesey County Council

GwE (School Effectiveness and Improvement Service for North Wales)
Welsh Government

regulatory bodies (such as Estyn)

Police forces

courts

the press and media

We are also required by law to protect the public funds we administer and may share
information provided to us with other bodies responsible for auditing or administering public
funds in order to prevent and detect fraud and irregularity.

Why we routinely share workforce information

We do not share information about our workforce with anyone without consent unless the
law and our policies allow us to do so. Where we can, we’ll only collect and use the school
workforce’s personal information so that we can deliver education services or meet a
requirement.

We are required to regularly share information about our school workforce with our local
authority, the Isle of Anglesey County Council, and the Welsh Government.

We may be required to share personal and special category information with Test, Trace
and Protect Service (Public Health Wales) and in some cases with the Isle of Anglesey
County Council, in order to protect pupils, school staff and the wider community against the
spread of Covid-19. To find our more about the Test, Trace and Protect Service, go to
https://gov.wales/test-trace-protect

Welsh Government

The School Workforce Annual Census (SWAC) is an annual statutory data collection of
information about the workforce in maintained schools in Wales. The Welsh Government
receives information on the school workforce directly from schools and local authorities as
part of the SWAC.

The following information is gathered for the SWAC:

e personal and special category information about you (such as teacher reference number
(TRN), first name, middle name(s), surname, date of birth, sex, ethnic group, disability
status and national insurance number)

¢ information on your pay and contracts (such as pay scales, allowances, remuneration,
and reason for leaving)

¢ information on your absences (including absence length and type)

e information on Welsh language skills

e information on the subjects you teach, post type and associated roles.
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For more information regarding the SWAC, please visit the Welsh Government website:
https://gov.wales/school-workforce-annual-census-swac-privacy-notice

To find out more about the data collection requirements placed on us by the Welsh
Government, including the data that we share with them, go to https://gov.wales/data-
collection-and-information-management-for-schools

How we look after your information

Under data protection legislation, we must protect any information that we collect from you.
We have put in place appropriate security measures and applied security standards and
controls to prevent your personal data from being accidentally lost, used or accessed in an
unauthorised way, altered or disclosed.

Information which you have provided will be stored securely. Personal information that is no
longer needed, or has become inaccurate or out of date, is disposed of securely.

We have put in place procedures to deal with any suspected personal data breach and will
notify you and any applicable regulator of a breach where we are legally required to do so.

Your data protection rights

The law gives school employees a number of rights to control what personal information is
used by us, and also how it is used by us. Rights include:

Your right to obtain confirmation that information about you is being used

Your right of access - you have the right to ask us for copies of your personal
information (please see ‘requesting access to your personal data’ below for more
details).

Your right to rectification - you have the right to ask us to rectify information you think is
inaccurate. You also have the right to ask us to complete information you think is
incomplete.

Your right to erasure - you have the right to ask us to erase your personal information in
certain circumstances.

Your right to restriction of processing - you have the right to ask us to restrict the
processing of your information in certain circumstances.

Your right to object to processing - you have the the right to object to the processing of
your personal data in certain circumstances. You have the right to object to processing
of personal data that is likely to cause, or is causing, damage or distress.

Your right to data portability - you have the right to ask that we transfer the information
you gave us to another organisation, or to you, in certain circumstances.

In certain circumstances, you also have the following rights to:

e prevent processing for the purpose of direct marketing
e object to decisions being taken by automated means
e seek redress, either through the ICO, or through the courts.
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Requesting access to your personal data

Under data protection legislation, staff have the right to request access to information about
them that we hold. This is commonly known as a “data subject access request”. This
enables you to receive a copy of the personal data we hold about you and to check that we
are processing it lawfully.

However, we can'’t let you see any parts of your record which contain:

¢ confidential information about other people; or

¢ information a professional thinks will cause serious harm to you or someone else’s
physical or mental well-being; or

¢ if we think that giving you the information may stop us from preventing or detecting a
crime.

To make a request for your personal information, please ask the Headteacher in the first
instance.

You will be provided with copies of your personal data within the statutory period of one
month (or if providing your personal data is a complex matter, this will be done as soon as
is reasonable within 3 months).

Your personal data will be provided to you free of charge, however, if your request is clearly
unfounded, repetitive or excessive, a reasonable fee will be charged. Alternatively, we may
refuse to comply with your request in these circumstances.

Contacts and more information

The following are details of the school as the data controller:

Name of School: Ysgol Cybi

E-mail: 6603036_pennaeth.cybi@Hwbcymru.net

Telephone:01407 883150

Address: Ysgol Cybi, Ffordd Garreglwyd, Holyhead

We have also appointed a Schools Data Protection Officer through the local authority. If you
have any questions about this Privacy Notice, including any requests to exercise your legal

rights, please contact the Schools Data Protection Officer using the details set out below:

E-mail: dpoysgolionmon@ynysmon.llyw.cymru

Telephone: 01248 751833

Address: Learning Service, Isle of Anglesey County Council, Council Offices, Llangefni,
Anglesey, LL77 7TW

You have the right to make a complaint at any time to the Information Commissioner’s
Office (ICO) who is the independent regulator for data protection. If you have a concern or
complaint about the way we are collecting or using your personal data, you should raise
your concern with us in the first instance, so that we can try to resolve any issues.
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Information Commissioner’s Office (ICO):

E-mail: https://ico.org.uk/concerns/

Telephone: 0303 123 1113

Address: Information Commissioner’s Office, Wycliffe House, Water Lane, Wilmslow,
Cheshire, SK9 5AF

Advice and guidance is available via their website www.ico.org.uk

Changes to our Privacy Notice

We keep our Privacy Notice under regular review and will share any revisions.
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