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Polisi Diogelwch Gwybodaeth
Ysgolion / Schools
Information Security Policy

(Fersiwn 2, Hydref 2021 / Version 2, October 2021)

Ynglyn &’r polisi hwn About this policy

Mae'r polisi hwn yn amlinellu'r hyn y mae This policy outlines what the school
angen i'r ysgol ei wneud i sicrhau bod needs to do to ensure that personal
gwybodaeth bersonol yn cael ei rheoli a'i information is properly managed and

diogelu'n briodol a'i bod yn sicrhau protected and that it ensures compliance
cydymffurfiaeth & deddfwriaeth diogelu  with data protection legislation in relation
data mewn perthynas & diogelwch to information security.

gwybodaeth.

Cefnogir y polisi hwn gan adnoddau ar  This policy is supported by resources on
tudalen Diogelu Data ar Feicrowefan y the Data Protection page on the Learning

Gwasanaeth Dysgu. Service Microsite.
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Dyddiad yr adolygiad nesaf /
Date of next review

Bydd y polisi hwn yn cael ei adolygu yn: / |Hydref 2023 / October 2023
This policy will be reviewed in:

Yr unigolyn a fydd yn ymgymryd &’r Swyddog Diogelu Data Ysgolion /
adolygiad fydd: / The review will be Schools Data Protection Officer
undertaken by:

Manylion Cyswilit: Contact Details:

Swyddog Diogelu Data Ysgolion Schools Data Protection Officer
E-bost: E-mail:
dpoysgolionmon@ynysmon.gov.uk dpoysgolionmon@ynysmon.qov.uk
Rhif ffén: 01248 751833 Telephone: 01248 751833
Cyfeiriad: Address:

Gwasanagth Dysgu Learning Service

Cyngor Sir Ynys Moén Isle of Anglesey County Council
Swyddfeydd y Cyngor Council Offices

Llangefni Llangefni

Ynys Mén Anglesey

LL77 7TW LL77 7TW

Dogfen:

Document:

Cyfrifoldeb:

Responsibility:

Cynnwys

1.

Datganiad Polisi

Rydym yn hapus i ddarparu’r polisi hwn ar ffurfiau eraill ar gais. Defnyddiwch y manylion
cyswllit uchod. / We are happy to provide this policy in alternative formats on request.

Please use the above contact details.

Templed polisi ar y ddeddfwriaeth diogelu data sef y Rheoliad
Diogelu Data Cyffredinol y Deyrnas Unedig (UK GDPR) a
Deddf Diogelu Data 2018 mewn perthynas a diogelwch
gwybodaeth. / Policy template on the data protection
legislation namely the UK General Data Protection Regulation
(UK GDPR) and the Data Protection Act 2018 in relation to
information security.

Cyfrifoldeb corff llywodraethu'r ysgol yw sicrhau bod
gweithdrefnau ar waith i sicrhau bod yr ysgol yn cadw
gwybodaeth yn ddiogel. Cyfrifoldeb y Pennaeth yw sicrhau bod
holl staff yr ysgol yn gweithredu ac yn cydymffurfio. / It is the
responsibility of the school governing body to ensure
procedures are in place to ensure that the school keeps
information secure. It is the responsibility of the Headteacher
to ensure implementation and compliance by all school staff.

Tudalen
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Nod deddfwriaeth diogelu data yw diogelu preifatrwydd personol a hawliau unigolion y ceir,
y storir, y prosesir neu a gyflenwir data amdanynt. Mae'r Rheoliad Diogelu Data Cyffredinol
y Deyrnas Unedig (UK GDPR) yn mynnu bod gan sefydliadau fesurau diogelwch
technegol priodol i sicrhau bod data personol yn cael ei gadw'n ddiogel a'i ddiogelu rhag
prosesu anawdurdodedig neu anghyfreithlon, ac yn erbyn colled, dinistr neu ddifrod
damweiniol.

Er mwyn gweithredu'n effeithlon, rhaid i'r ysgol gasglu a defnyddio gwybodaeth bersonol
am unigolion y mae'n gweithio gyda nhw. Yn ogystal a hyn, efallai y bydd yn ofynnol yn 6l
y gyfraith iddi gasglu, defnyddio a rhannu gwybodaeth er mwyn cydymffurfio & gofynion
Llywodraeth Cymru.

Nod y polisi hwn yw diogelu cyfrinachedd, uniondeb ac argaeledd gwybodaeth bersonol.
Mae'r ysgol wedi ymrwymo'n llwyr i gydymffurfio a'i rhwymedigaethau diogelu data ac i
sicrhau bod gwybodaeth bersonol yn cael ei phrosesu'n ddiogel a'i bod yn cael ei rheoli a'i
diogelu'n briodol i sicrhau na achosir unrhyw niwed na gofid i unigolion.

Bydd yr ysgol yn sicrhau:

e bod yr holl ofynion rheoliadol a deddfwriaethol yn cael eu bodloni'n llawn;

e bod gwybodaeth bersonol yn cael ei diogelu rhag mynediad heb awdurdod a'i
diogelu rhag achosion posibl o dorri cyfrinachedd;

e bod gan yr holl asedau gwybodaeth, cyfleusterau, systemau a dyfeisiau TG fesurau
diogelwch priodol ar waith ac fe'u diogelir rhag difrod, colled neu gamddefnydd;

¢ cyfrinachedd, uniondeb, argaeledd a gwydnwch parhaus systemau a
gwasanaethau prosesu;

¢ bod mesurau, safonau a rheolaethau diogelwch priodol ar waith i atal data personol
rhag cael ei newid neu ei ddatgelu'n ddamweiniol;

e bod amgylchedd diogel y gellir ymddiried ynddo ar gyfer rheoli a storio gwybodaeth
ar waith;

e bod y gofynion busnes ar gyfer argaeledd gwybodaeth a systemau gwybodaeth yn
cael eu bodloni;

e risgiau'n cael eu nodi a bod rheolaethau priodol yn cael eu gweithredu a'u
dogfennu;

e bod achosion posibl o dor-rheolau gwybodaeth yn cael eu hadrodd a'u hymchwilio;

e bod proses ar waith ar gyfer profi, asesu, monitro, archwilio a gwerthuso
effeithiolrwydd mesurau ac arferion technegol a threfniadol yn rheolaidd er mwyn
sicrhau diogelwch y prosesu a'r amddiffyn gwybodaeth bersonol;

¢ lle y bo'n bosibl, dylai gwybodaeth bersonol gael ei ffugenwi neu ei hamgryptio a
hefyd ei dienwi os yw'n briodol;

¢ mae eglurder ynghylch y cyfrifoldebau personol ynghylch diogelwch gwybodaeth a
ddisgwylir gan staff yr ysgol;

e bod addysg a hyfforddiant diogelwch gwybodaeth ar gael i'r holl staff;

e bod mynediad/ceisiadau gan drydydd partion yn cael eu hystyried yn ofalus cyn
caniatau mynediad at ddata.

2. Sgop
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Mae'r polisi hwn yn berthnasol i bob aelod o staff, gan gynnwys gweithwyr dros dro,
contractwyr, gwirfoddolwyr, gweithwyr asiantaeth, llywodraethwyr ysgol ac unrhyw drydydd
partion sydd wedi'u hawdurdodi i gael gafael ar wybodaeth, systemau gwybodaeth neu
offer TGCh yr ysgol.

Mae'r polisi hwn yn berthnasol i'r holl wybodaeth bersonol a gréwyd neu a gadwir gan yr
ysgol ym mha fformat bynnag (gan gynnwys, ond heb fod yn gyfyngedig i, bapur,
electronig, e-bost, ffilm, fideo, CCTV, delweddau ffotograffig) a sut bynnag y caiff ei storio
(er enghraifft system/cronfa ddata/rhwydwaith TGCh, gyriant a rennir, strwythur ffeilio, e-
bost, cypyrddau, silffoedd a droriau ffeilio).

Mae hyn hefyd yn cynnwys mesurau diogelwch ffisegol a sefydliadol ac mae hefyd yn
cynnwys seiber-ddiogelwch (diogelu rhwydweithiau a systemau gwybodaeth rhag
ymosodiad).

3. Deddfwriaeth, Canllawiau a Pholisiau

Y brif ddeddfwriaeth diogelu data y mae'r polisi hwn yn cydymffurfio & hi yw'r Rheoliad
Diogelu Data Cyffredinol y Deyrnas Unedig (UK GDPR) a Deddf Diogelu Data 2018.

Mae'r polisi hwn hefyd yn seiliedig ar godau ymarfer perthnasol ac ar ganllawiau a
gyhoeddwyd gan Swyddfa'r Comisiynydd Gwybodaeth (ICO).

Dylid darllen y polisi hwn hefyd ar y cyd &'r Polisi Diogelu Data Ysgolion; Cyfnodau Cadw
Cofnodion; Polisi E-bost Staff Ysgolion, Polisi Digwyddiadau Diogelwch Data Ysgolion;
Pholisi Cais gan Wrthrych y Data Ysgolion; Gweithdrefn ar gyfer Rhannu Gwybodaeth
gydag Awdurdodau'r Heddlu yn y Deyrnas Unedig (Gwynedd a Mén); Polisi Prosesu Data
Ysgolion a Polisi Trosglwyddo Cofnodion Ysgol i Archifdy Ynys Mén. Mae'r rhain i gyd ar
gael ar tudalen Diogelu Data ar Feicrowefan y Gwasanaeth Dysgu.

4. Diffiniadau
Data personol Unrhyw wybodaeth sy’n ymwneud ag unigolyn naturiol sydd
wedi ei adnabod neu a ellir ei adnabod yn uniongyrchol neu’n
anuniongyrchol o'r wybodaeth honno. Gellir ei storio’n
electronig, ar gyfrifiadur neu mewn systemau ffeilio papur.
Data categori Gwybodaeth ynglyn a hil, tarddiad ethnig, barn wleidyddol,
arbennig credoau crefyddol neu athronyddol, aelodaeth undeb llafur

(neu ddiffyg aelodaeth), gwybodaeth enetig, gwybodaeth
fiometreg (i adnabod unigolyn) unigolyn, a gwybodaeth
ynglyn ag iechyd, bywyd rhywiol neu ogwydd rhywiol
unigolyn. Data categori arbennig yw data personol sydd
angen amddiffyniad bellach oherwydd ei fod yn sensitif.
Digwyddiad Toriad diogelwch sy’n arwain at ddinistrio, colli, addasu,
diogelwch data datgelu neu fynediad anawdurdodedig at ddata personol a
drosglwyddir, a storir neu a brosesir mewn unrhyw ddull arall,
yn ddamweiniol neu'n anghyfreithlon.
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Swyddfa’r
Comisiynydd
Gwybodaeth
(ICO)

Yr ICO yw corff annibynnol y DU (awdurdod goruchwylio) a
sefydlwyd i gynnal hawliau gwybodaeth. R6l yr ICO yw
cynnal hawliau gwybodaeth er budd y cyhoedd. Mae hyn yn
cynnwys ymdrin & chwynion ynghylch problemau, cael gafael
ar wybodaeth bersonol gan sefydliad, neu os oes pryderon
ynghylch sut mae sefydliad wedi ymdrin & gwybodaeth - os
yw'r wybodaeth yn anghywir, wedi'i cholli neu ei datgelu i
rywun arall. Adroddir am achosion o dorri data sy'n risg uchel
i unigolion i'r ICO.

Rheolydd data

Y bobl neu’r sefydliadau sy’n pennu’r pwrpasau dros brosesu
data personol, ac ym mha fodd y caiff ei brosesu. Mae gany
rheolydd data gyfrifoldeb i sefydlu ymarferion a pholisiau yn
unol & deddfwriaeth. Yr ysgol yw’r rheolydd data.

Defnyddwyr data

Yn cynnwys gweithwyr sydd &’u gwaith yn ymwneud & data
personol. Mae gan ddefnyddwyr data ddyletswydd i
ddiogelu’r wybodaeth y maent yn ymdrin & hi drwy ddilyn
polisiau diogelu data a diogelwch bob amser. Mae staff a
gyflogir gan ysgolion yn ddefnyddwyr data.

Proseswyr data

Yn cynnwys unrhyw berson sy’n prosesu data personol ar
ran rheolydd data (heblaw am y sawl sy’n gyflogedig gan y
rheolydd data). Gall proseswyr data gynnwys cyflenwyr sy’n
ymdrin & data personol ar ran yr ysgol.

Gwrthrych y data

Yr unigolyn y mae’r wybodaeth bersonol yn ymwneud ag ef
neu hi.

Swyddog Diogelu
Data

Mae DPO yn helpu i fonitro cydymffurfiaeth fewnol, hysbysu
a chynghori ar rwymedigaethau diogelu data, rhoi cyngor
ynghylch Asesiadau Effaith Diogelu Data (DPIAau) a
gweithredu fel pwynt cyswillt ar gyfer gwrthrychau data a'r
awdurdod goruchwylio.

Gwybodaeth Trydydd parti yw rhywun nad yw'n rheolwr data, yn

Trydydd Parti brosesydd data nac yn wrthrych i'r data.

Prosesu Casglu, derbyn, cofnodi, trefnu, strwythuro, storio, cadw,

gwybodaeth diwygio, addasu, newid, adennill, ymgynghori, lledaenu,
cyfyngu, datgelu, dinistrio, cael gwared & gwybodaeth, ei
defnyddio neu wneud unrhyw beth & hi.

Ffugenwi Y broses lle prosesir gwybodaeth bersonol mewn ffordd na
ellir ei defnyddio i adnabod unigolyn heb ddefnyddio
gwybodaeth ychwanegol, a gadwir ar wahan ac yn amodol ar
fesurau technegol a sefydliadol i sicrhau na ellir priodoli
gwybodaeth bersonol i unigolyn a ellir ei adnabod.

Gwybodaeth Cael gwared & gwybodaeth a ellir ei defnyddio i adnabod

ddienw rhywun oddi ar rywbeth (megis data cyfrifiadur) fel na ellir
gwybod beth oedd y ffynhonnell wreiddiol na’i hadnabod.

Systemau Cyfrifiaduron prosesu gwybodaeth neu systemau cyfathrebu

Gwybodaeth data.

Cywirdeb Cadw'r wybodaeth yn gyflawn, yn gywir ac yn ddilys.

Risg Effaith ansicrwydd ar amcanion. Risgiau i unigolion: y

potensial am ddifrod neu drallod. Nodweddir risg yn aml gan
gyfeirio at "ddigwyddiadau" a "chanlyniadau" posibl, neu
gyfuniad o'r rhain.

6
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Anawdurdodedig | Heb hawl cyfreithlon.

Storio cwmwl Mae storio cwmwl yn fodel cyfrifiadura cwmwl lle caiff data ei
storio ar weinyddion o bell a gyrchir o'r rhyngrwyd, neu
"gwmwl". Mae'n cael ei gynnal, ei weithredu a'i reoli gan
ddarparwr gwasanaeth storio cwmwl ar weinyddion storio
sy'n cael eu hadeiladu ar dechnegau rhithiol.

Ap Mae'r gair "ap" yn dalfyriad ar gyfer "application" yn y
Saesneg. Mae'n ddarn o feddalwedd sy'n gallu rhedeg drwy
borwr gwe neu all-lein ar gyfrifiadur, ac ar ffén clyfar, tabled
neu ddyfeisiau electronig eraill.

5. Cyfrifoldebau

5.1. Corff Llywodraethu’r Ysgol
Corff llywodraethu'r ysgol sy'n gyfrifol am:

e monitro cydymffurfiad ac atebolrwydd cyffredinol yr ysgol ynglyn &’r polisi yma;

e monitro perfformiad mesurau diogelwch yr ysgol yn ystod ymweliadau diddordeb
arbennig; drwy adroddiadau'r Pennaeth i lywodraethwyr ac arsylwi wrth ymweld a'r
ysgol;

e sicrhau bod yr ysgol yn gallu tystiolaethu cydymffurfiaeth gyda deddfwriaeth diogelu
data.

5.2. Pennaeth (a/neu Berson sy'n Gyfrifol am Ddiogelu Data o fewn yr Ysgol)
Y Pennaeth a/neu'r person sy'n gyfrifol am ddiogelu data o fewn yr ysgol sy'n gyfrifol am:

e sicrhau bod y polisi hwn yn cael ei weithredu a hyrwyddo dealltwriaeth a
chydymffurfiaeth &'r polisi hwn a'r holl bolisiau sy'n ymwneud & diogelu a diogelwch
data;

e monitro'r broses o weithredu'r trefniadau polisi a diogelwch;

e sicrhau bod gwybodaeth bersonol yn yr ysgol yn cael ei chadw a'i phrosesu yn unol
a'’r UK GDPR a Deddf Diogelu Data 2018;

e sicrhau bod proses ar waith i ddiogelu'r holl wybodaeth bersonol a chategori
arbennig yn yr ysgol;

e rheoli a monitro risgiau ac asedau gwybodaeth o fewn yr ysgol;

e sicrhau bod proses gadarn ar waith i ganfod a nodi achosion o dor-rheolau data;
ymchwilio ac asesu achosion o dor-rheolau data gan gynnwys risgiau a rhannu
unrhyw ddigwyddiadau diogelwch data gyda'r Swyddog Diogelu Data Ysgolion;

e sicrhau bod yr holl staff yn cydymffurfio &'r Cyfnodau Cadw Cofnodion Ysgolion a
bod yr ysgol yn cynnal gweithgareddau cynnal a chadw rheolaidd;

e pennu lefel y mynediad sydd i'w roi i unigolion penodol;

e sicrhau bod lefelau dosbarthiad yn cael eu defnyddio'n briodol;

e cynnal archwiliadau diogelwch gwybodaeth rheolaidd a rhannu canfyddiadau gyda
chorff llywodraethu'r ysgol a gyda staff yr ysgol;

e sicrhau bod staff yn cael hyfforddiant priodol ar gyfer y systemau y maent yn eu
defnyddio.
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5.3. Holl Staff yr Ysqol
Mae'r holl staff sy'n cael eu cyflogi neu'n gwirfoddoli yn yr ysgol, gan gynnwys athrawon,
cynorthwywyr dosbarth a staff cymorth busnes, yn gyfrifol am:

e sicrhau dealltwriaeth a chydymffurfiaeth &'r polisi hwn a'r holl bolisiau sy'n ymwneud
a diogelu a diogelwch data;

e sicrhau bod gwybodaeth bersonol yn cael ei chadw a'i phrosesu yn unol &r UK
GDPR a Deddf Diogelu Data 2018;

e ymdrin & gwybodaeth yn briodol ac yn unol &'r lefelau dosbarthu;

¢ rhoi gwybod ar unwaith am yr holl achosion gwirioneddol, tybiedig, dan fygythiad
neu achosion posibl o dor-rheolau data i'r Pennaeth a/neu'r person sy'n gyfrifol am
ddiogelu data yn yr ysgol,

e rhoi gwybod i'r Pennaeth ar unwaith am unrhyw ddyfeisiau a gollir neu a gaiff eu
dwyn;

e deall pa wybodaeth y maent yn ei defnyddio, sut y dylid ei thrin, ei storio a'i
throsglwyddo'n amddiffynnol;

¢ deall pa weithdrefnau, safonau a phrotocolau sy'n bodoli ar gyfer rhannu
gwybodaeth ag eraill;

e cydymffurfio'n llawn &'r Cyfnodau Cadw Cofnodion Ysgolion;

e ymgymryd a'r holl hyfforddiant a gynhigir ar systemau a dyfeisiau.

5.4. Swyddog Diogelu Data Ysgolion
Mae'r Swyddog Diogelu Data Ysgolion yn gyfrifol am:

e roi cyngor ac arweiniad i'r ysgol ynghylch diogelu a diogelwch gwybodaeth;

e monitro gweithrediad a chydymffurfiaeth y polisi a monitro trefniadau diogelwch o fewn
yr ysgol;

o cefnogi'r ysgol i fynd i'r afael ag unrhyw faterion neu bryderon sy'n codi o archwiliadau
diogelwch gwybodaeth;

e cefnogi’r ysgol i sicrhau bod cytundebau a chontractau priodol ar waith gyda
phroseswyr data i sicrhau bod gweithdrefnau diogelwch gwybodaeth priodol ar waith;

e darparu cyngor a chymorth ac arwain ar adrodd am achosion o dor-rheolau data.

6. Dosbarthu Gwybodaeth Bersonol

Bydd yr ysgol yn defnyddio rheolaethau dosbarthu gwybodaeth priodol ar gyfer
gwybodaeth bersonol a sensitif yn seiliedig ar dermau dosbarthu data (SWYDDOGOL neu
SWYDDOGOL-SENSITIF).

Pennir y categori dosbarthu gwybodaeth ar y niwed a allai ddeillio o golli neu ddatgelu'r
wybodaeth heb awdurdod. Categori dosbarthu gwybodaeth sy'n pennu sut y mae'n rhaid
diogelu/trin gwybodaeth.

Awduron ac anfonwyr dogfennau sy'n gyfrifol am neilltuo categori dosbarthu i'r dogfennau
y maent yn eu creu a'u rhannu a marcio'r ddogfen yn amddiffynnol.
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Categori Effaith os caiff yr wybodaeth ei Enghreifftiau o
Dosbarthu cholli neu ei datgelu i bobl Wybodaeth
anawdurdodedig
SWYDDOGOL | Bydd bron yr holl wybodaeth y daw'r | Adroddiadau rheolaidd,
ysgol i gysylitiad & hi yn ystod y adroddiadau blynyddol
diwrnod gwaith yn wybodaeth cyhoeddedig, data all-droi
SWYDDOGOL. Fodd bynnag, mae ar gyfer dangosyddion
gwybodaeth SWYDDOGOL hefyd yn | perfformiad allweddol,
cynnwys data personol sydd eisoes gwybodaeth sydd ar gael
ar gael i'r cyhoedd na fyddai, pe bai'n | yn rhwydd e.e.

cael ei ddatgelu heb ganiatad neu gwybodaeth ar wefan yr
golled, yn achosi niwed neu ofid i ysgol; enwau cyflogeion a
unrhyw unigolyn. theitlau swyddi a

gwybodaeth nad yw'n
fasnachol sensitif.
SWYDDOGOL | ¢ Achosi niwed neu ofid i unigolion; | Gwybodaeth am

SENSITIF e Torri cyfyngiadau statudol ar ddisgyblion neu staff y
ddatgelu gwybodaeth; mae gan yr ysgol
e Byddai'n arwain at dorri hyder i ddyletswydd gofal drosti
drydydd partion (lle nad yw e.e. enwau, cyfeiriadau,

gwybodaeth ar gael i'r cyhoedd); | cofnod disgyblion.
e Achosi niwed neu ofid sylweddol i
unigolion neu grwpiau;
e Rhagfarnu'r ymchwiliad neu
hwyluso'r gwaith o gomisiynu
troseddau.

Pan benderfynir pa gategori dosbarthu sy'n berthnasol i wybodaeth, mae angen cyfleu hyn
drwy arddangos y categori dosbarthu ar y ddogfen neu'r ffeil. Mae angen rhoi hyn mewn
man amlwg, er enghraifft:

e dogfennau - pennawd pob tudalen;

o ffeiliau a ffolderi - ar feingefn neu flaen y ffolder;

e negeseuon e-bost - yn y pennawd pwnc;

e cronfeydd data - lle bo'n bosibl, marcio gwybodaeth a gynhyrchir neu a gréwyd o
gronfeydd data neu ddefnyddio meddalwedd adrodd yn amddiffynnol.

7. Statws Cofnod

Bydd yr ysgol yn defnyddio'r statws canlynol i farcio cofnodion yn &l pwysigrwydd:

Hanfodol Cofnodion sy'n hanfodol i weithrediad parhaus yr ysgol a'r
cofnodion hynny sy'n diogelu hawliau a buddiannau'r ysgol,
cyflogeion, disgyblion a'r cyhoedd e.e. contractau.

Pwysig Cofnodion sy'n angenrheidiol ar gyfer parhau & gweithrediad yr
ysgol ac a all gynnwys gwybodaeth i gefnogi cofnodion hanfodol
neu a allai fod o werth hanesyddol e.e. polisi.

Defnyddiol Cofnodion a all fod yn hanfodol neu'n bwysig i aelodau staff ond
nad ydynt o fawr o werth i'r ysgol. Gall fod o werth hanesyddol
e.e. gohebiaeth.
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Ddim yn Gohebiaeth ddarfodol, yn gwbl wybodaeth gyda gwerth amser
hanfodol byr iawn. Yn cynnwys cyhoeddiadau mewnol, hysbysiad o
weithgareddau gweithwyr, gweithgareddau busnes arferol a
gwahoddiadau i ddigwyddiadau sy'n gysylltiedig & gwaith.

8. Diogelwch Mynediad

Bydd yr holl ddata sy'n cael ei storio ar systemau TG a chofnodion papur yr ysgol ar gael i
aelodau unigol o staff sydd ag angen dilys am fynediad yn unig. Rhaid i holl ddefnyddwyr
systemau gwybodaeth ysgolion gael yr awdurdod i gael gafael ar wybodaeth bersonol a
dim ond at y dibenion awdurdodedig.

Bydd unigolion awdurdodedig ond yn caniatau i staff eraill yr ysgol gael gafael ar
wybodaeth bersonol os oes ganddynt yr awdurdodiad priodol hefyd. Bydd yr ysgol yn
sicrhau bod yr holl wybodaeth bersonol yn cael ei diogelu rhag mynediad heb awdurdod.

Rhaid i fynediad at systemau a data fod a lefelau priodol o ddiogelwch gwybodaeth. Bydd
cyfrifon defnyddwyr ysgol ond yn caniatau mynediad i feysydd sy'n briodol i swydd a
chyfrifoldebau deiliad y cyfrif.

Mae pob aelod o staff yn gyfrifol am ddiogelwch yr offer a neilltuir iddynt neu a ddefnyddir
ganddynt ac ni ddylai ganiatau iddo gael ei ddefnyddio gan unrhyw un oni bai am yn unol
a'r polisi hwn. Er mwyn lleihau'r risg o ddefnyddio heb awdurdod neu ddwyn, ni ddylid
gadael offer heb oruchwyliaeth os yw hynny'n bosibl o gwbl. Os oes angen gadael offer
heb oruchwyliaeth, dylid ei bweru neu ei gloi i atal mynediad.

Bydd cyfrifiaduron, sgriniau, dyfeisiau symudol a dyfeisiau electronig eraill gydag
arddangosiadau a dyfeisiau mewnbynnu defnyddwyr (e.e. llygoden, bysellfwrdd, sgrin
gyffwrdd ac ati) yn cael eu diogelu drwy gael eu gosod i gloi neu gysgu a fydd yn actifadu
ar 6l cyfnod o anweithgarwch. Bydd angen cyfrinair neu god cyfrin i ddatgloi neu ddeffro.
Ni fydd staff yn newid y cyfnod amser hwn neu’n analluogi'r clo. Bydd staff hefyd yn cloi
cyfrifiaduron, sgriniau a dyfeisiau electronig yn gorfforol os byddant yn gadael eu desgiau
neu weithfannau am gyfnod o amser.

Wrth osod gweithle, dylai staff bob amser ystyried a allai personau anawdurdodedig
arsylwi ar wybodaeth sy'n cael ei gweld neu ei chreu, e.e. drwy ffenestr. Dylid sicrhau na
all unrhyw bersonél anawdurdodedig weld sgriniau cyfrifiadurol (e.e. sgrin gyfrifiadurol
mewn derbynfa).

Bydd yr holl ddrysau allanol i adeilad yr ysgol yn cael eu cloi BOB amser, gan mai
mynediad rheoledig i adeiladau yw'r llinell ddiogelwch gyntaf. Os oes gan weithfan ddrws y
gellir ei gloi, rhaid ei gloi pan nad yw'n cael ei ddefnyddio, neu os na chaiff oruchwyliaeth
am gyfnod o amser, oni bai ei bod yn allanfa frys.

Ni ddylid storio papurau, cyfryngau y gellir eu symud neu offer TG ger ffenestri'r llawr
gwaelod. Lle nad oes modd osgoi hyn, dylid cloi ffenestri pan fydd y gweithle'n wag a chau
bleindiau. Mae angen i staff yr ysgol gynnal desg glir lle bynnag y bo'n bosibl.

Dylai mannau diogel priodol fod ar gael yn yr ysgol i gynnal sgyrsiau preifat rhwng staff,
disgyblion, rhieni/y rhai sydd & chyfrifoldeb rhiant ac ymwelwyr e.e. derbynfeydd sy'n
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addas i rannu gwybodaeth bersonol gyda dim ond y rhai y mae angen iddynt fod yn rhan
o'r sgwrs heb y risg y bydd eraill yn clywed.

Ni ddylid trafod gwybodaeth bersonol pobl eraill na'i rhannu mewn mannau cyhoeddus lle
gall unigolion na ddylent dderbyn yr wybodaeth bersonol glywed.

Rhaid i bob ymwelydd &'r ysgol fewngofnodi a gwisgo bathodyn adnabod ymwelwyr tra
byddant ar safle'r ysgol. Mae hyn yn cynnwys rhieni, swyddogion cymorth, contractwyr,
staff awdurdodau lleol ac unrhyw berson arall nad yw'n staff ysgol. Dylai ymwelwyr gael eu
herio gan staff yr ysgol os nad oes modd eu hadnabod neu os cant eu gadael ar eu
pennau eu hunain mewn ardaloedd lle gellir gweld neu gyrchu gwybodaeth bersonol. Ni
ddylai ymwelwyr gael mynediad heb oruchwyliaeth at wybodaeth bersonol ar unrhyw
adeg.

9. Cyfrineiriau a Manylion Mewngofnodi

Mae angen i bob dyfais electronig a system TG sy'n cynnwys gwybodaeth bersonol gael
eu diogelu gan gyfrinair gyda mynediad yn cael ei ddarparu i bersonau awdurdodedig yn
unig. Bydd gan ddefnyddwyr awdurdodedig ID defnyddiwr unigryw (manylion
mewngofnodi) a chyfrinair neu god cyfrin. Dylid defnyddio cyfrineiriau gwahanol ar gyfer
systemau a dyfeisiau gwahanol.

Ni ddylid ysgrifennu cyfrineiriau na manylion mewngofnodi i lawr ac ni ddylid eu
rhannu ag unrhyw un arall.

Mae'n ofynnol bod systemau gweithfan, rhwydwaith a lefel gwasanaeth yn gorfodi polisi o
newid cyfrinair pob 365 diwrnod a bod y cyfrinair yn cwrdd &'r cymhlethdod isod:

e 0 leiaf wyth nod o hyd;
e cymysgedd o gymeriadau uchaf ac isaf;
e cymysgedd o rifau a llythrennau

Isafswm yw’r uchod a byddai'n arfer gorau i ddefnyddio cyfrinair hirach sy'n cynnwys nifer
o eiriau nad ydynt yn gysylltiedig, er enghraifft:- Cwn-Ymgyfreithad-Picnic-230721!

Lle nad yw'n bosibl gorfodi cymhlethdod cyfrinair o fewn system, cyfrifoldeb gweinyddwr y
system yw cyfarwyddo staff bod yn rhaid gosod cyfrineiriau & llaw i fodloni'r gofynion hyn.
Mae'r gofyniad hwn yn berthnasol i bob system, hyd yn oed os yw'r weithfan eisoes wedi'i
ddiogelu gan gyfrinair. Cyfrifoldeb gweinyddwr y system yw sicrhau bod gan holl
ddefnyddwyr y system eu henw defnyddiwr eu hunain ac na chaniateir rhannu manylion
adnabod. Mae hyn yn berthnasol i bob system sydd naill ai'n cael ei defnyddio ar hyn o
bryd neu sydd newydd ei chaffael.

Gweinyddwyr Asedau Gwybodaeth sy'n gyfrifol am wirio cofnodion y system ar gyfer
gweithgarwch afreolaidd / twyllodrus. Dylai asesiadau risg y Perchennog Asedau
Gwybodaeth ei hun benderfynu pa mor rheolaidd y dylid gwneud hyn. Mae rhagor o
ganllawiau ar gyfrifoldebau Gweinyddwyr Asedau Gwybodaeth a Pherchnogion Asedau
Gwybodaeth ar gael ar dudalennau Llywodraethu Gwybodaeth MonITor neu drwy gysylltu
a'r Swyddog Diogelu Data Ysgolion.

11
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Bydd y tim Seilwaith TG yn analluogi dyfeisiau defnyddwyr nad ydynt wedi'u defnyddio am
gyfnod o 8 wythnos.

Er mwyn caniatau archwilio gweithgareddau, bydd yr holl staff yn mewngofnodi gyda'u
cyfrif mewngofnodi eu hunain ac nid gyda chyfrifon Gweinyddwr neu wraidd. Bydd cyfrifon
ar wahan yn cael eu defnyddio gan staff TG ar gyfer gweithgareddau busnes o ddydd i
ddydd a'r gweithgareddau hynny sy'n gofyn am freintiau gweinyddol.

Er mwyn atal pobl anawdurdodedig rhag cael mynediad i weithfannau, bydd yr ysgol yn
analluogi'r gallu i gychwyn cyfrifiaduron o gyfryngau anawdurdodedig megis gyriannau
USB.

Lle mae angen mynediad a rennir i'r un weithfan, bydd mynediad bob amser yn cael ei roi
drwy fanylion mewngofnodi defnyddiwr unigol ei hun ac nid drwy rannu cyfrineiriau heb
awdurdod.

10.Dyfeisiau Cludadwy a Dyfeisiau Symudol

Mae'r canlynol yn enghreifftiau, ond ddim yn gyfyngiedig, o ddyfeisiau cludadwy a
dyfeisiau symudol:

e gliniaduron, dyfeisiau tabled, iPods, iPads, ffonau symudol, Chwaraewyr MP3,
camerau digidol ac ati;

e DVDs, CDs, cofion bach USB (gyriannau pen neu yriannau fflach), gyriannau caled
allanol ac ati;

e cardiau cof, casetiau wrth gefn a dyfeisiau eraill sydd &'r gallu i gadw gwybodaeth
electronig.

Mae dyfeisiau cludadwy a dyfeisiau symudol yn peri risg uchel o ddwyn, colled
ddamweiniol, mynediad heb awdurdod a difrod.

Mae cyfryngau symudadwy yn peri risg sylweddol i gydymffurfiaeth diogelu data a
seiberddiogelwch yr ysgol oherwydd y posibilrwydd o golli data neu gyflwyno cod
maleisus. Am y rheswm hwn, gwaherddir defnyddio cyfryngau symudol ac eithrio mewn
amgylchiadau eithriadol.

Os oes achos busnes eithriadol, rhaid i Asesiad Effaith Diogelu Data (DPIA) gofnodi hyn
gan fanylu ar yr holl risgiau perthnasol, y camau lliniaru sydd i'w rhoi ar waith a bod y
Perchennog Asedau Data perthnasol yn derbyn y risgiau. Dylai'r DPIA hefyd ddogfennu
pam na fydd dulliau gwaith amgen yn ddigonol i ddiwallu'r angen.

Rhaid gwneud ceisiadau am fynediad i gyfryngau symudadwy drwy docyn ar Borth TG y
Ddesg Gwasanaeth TG a bydd yn cynnwys DPIA perthnasol cyn y rhoddir mynediad.

Os caiff yr achos busnes dros fynediad at, a defnydd o ddyfeisiau cyfryngau symudadwy ei
gymeradwyo, mae'r adrannau canlynol yn berthnasol a rhaid glynu wrthynt bob amser:
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e rhaid i'r holl ddyfeisiau cyfryngau symudadwy ac unrhyw offer a meddalwedd
cysylltiedig gael eu prynu gan yr Isadran TG yn unig a'u gosod gan yr Isadran TG;

¢ ni ddylid byth defnyddio dyfeisiau cyfryngau symudadwy nad ydynt yn eiddo i'r
ysgol/awdurdod i storio unrhyw wybodaeth a ddefnyddir i gynnal busnes ysgol, ac ni
ddylid eu defnyddio gydag unrhyw offer TG sy'n eiddo i'r ysgol. Bydd y dyfeisiau
hyn yn cael eu rhwystro ar gyfrifiaduron a gliniaduron yr ysgol/awdurdod;

e nid oes unrhyw gyfryngau symudadwy o'r tu allan i'r awdurdod i'w defnyddio;

e ni ddylid defnyddio dyfeisiau cyfryngau symudadwy ar gyfer archifo na storio
cofnodion fel dewis amgen i offer storio eraill.

Lle na ellir ei osgoi, rhaid amgryptio data sy'n cael ei storio ar ddyfeisiau cyfryngau
symudadwy. Bydd cyfryngau symudadwy a brynir gan yr Isadran TG yn gorfodi amgryptio i
safon AES 256bit o leiaf.

Cyfrifoldeb defnyddwyr yw cofio'r cyfrinair ar gyfer eu dyfais cof symudadwy a ddarparwyd
gan y Cyngor — os caiff ei anghofio ni fydd yr Is-adran TG yn gallu helpu i adennill y data a
gedwir.

Ni ddylid defnyddio dyfeisiau cyfryngau symudadwy sydd wedi'u difrodi neu sy'n ddiffygiol.
Mae'n ddyletswydd ar bob defnyddiwr i gysylltu &'r Ddesg Gwasanaeth TG pe bai'r
cyfryngau symudadwy yn cael eu difrodi.

Rhaid cael gwared a chyfryngau symudadwy nad oes eu hangen mwyach, neu sydd
wedi'u difrodi, yn ddiogel er mwyn osgoi datgeliad data. Ni ddylid cael gwared a
chyfryngau symudadwy mewn biniau gwastraff swyddfa cyffredinol - dylai defnyddwyr
sydd & chyfryngau symudadwy nad oes eu hangen mwyach gysylltu &'r Ddesg
Gwasanaeth TG drwy'r Porth TG a gwneud apwyntiad i'w trosglwyddo iddynt. Yna, bydd yr
Is-adran TG yn sicrhau eu bod yn cael eu gwaredu'n ddiogel.

Rhaid i unrhyw gynnwys blaenorol o unrhyw gyfryngau y gellir eu hailddefnyddio sydd am
gael eu hailddefnyddio, naill ai o fewn y Cyngor neu ar gyfer defnydd personol, gael ei
ddileu gan TG. Rhaid i hyn gynnwys dileu'r holl ddata o'r cyfryngau yn drylwyr gyda
meddalwedd ac offer arbenigol er mwyn osgoi datgeliad data posibl ac felly rhaid
dychwelyd pob dyfais cyfryngau symudadwy nad oes ei hangen mwyach, neu sydd wedi'i
difrodi, i'r Isadran TG i'w gwaredu'n ddiogel.

Rhaid cymryd gofal arbennig i ddiogelu'r ddyfais cyfryngau symudadwy yn gorfforol a
storio data rhag colled, lladrad neu ddifrod. Rhaid i unrhyw un sy'n defnyddio dyfeisiau
cyfryngau symudadwy i drosglwyddo data ystyried y ffordd fwyaf priodol o gludo'r ddyfais a
gallu dangos eu bod yn cymryd gofal rhesymol i osgoi difrod neu golled.

11.Defnyddio Dyfeisiau Personol
Ni fydd aelodau'r staff yn defnyddio dyfeisiau neu yriannau personol (fel cofion bach USB

a ffonau symudol) na dyfeisiau cludadwy neu symudol nad ydynt yn eiddo i'r ysgol i storio
neu rannu gwybodaeth bersonol sy'n ymwneud a busnes ysgol a gwaith.
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Ni ddylid byth copio data ysgol sy'n cynnwys gwybodaeth bersonol i ddyfais sy'n eiddo
personol.

12.Diogelu rhag Meddalwedd Maleisus a Rhaglenni Diangen

Mae'r ysgol yn defnyddio gwrthgynigion meddalwedd a gweithdrefnau rheoli i ddiogelu ei
hun rhag bygythiad meddalwedd maleisus a rhaglenni diangen. Mae hyn yn cynnwys
firysau, meddalwedd ysbio a cheffylau trojan. Mae'r posibilrwydd o haint drwgwedd yn
fygythiad gwirioneddol a difrifol.

Mae meddalwedd gwrthfirws wedi'i osod ar gyfrifiaduron a gliniaduron i liniaru yn erbyn y
risg o faleisus. Fodd bynnag, mae'n bwysig bod yn ofalus bob amser, yn enwedig wrth
dderbyn atodiadau e-bost, agor dolenni neu ymweld & gwefannau anghyfarwydd.

Mae'r gwaith o osod copiau anghyfreithlon o feddalwedd ar unrhyw ddyfais gyfrifiadurol yn
cael ei wahardd. Yn yr un modd, ni chaniateir gosod copiau cyfreithiol o feddalwedd a
brynwyd gan ysgol ar offer cartref staff.

Os bydd haint drwgwedd yn cael ei ganfod neu ei amau, rhaid dilyn y weithdrefn ganlynol:

e hysbysu Cynnal a Desg Gymorth TG Cyngor Sir Ynys Mén ar unwaith. Mi fydd
Cynnal yn ceisio sefydlu ffynhonnell y feirws a bydd Desg Gymorth TG yr awdurdod
yn hysbysu unrhyw sefydliad bartner a defnyddwyr mewnol;

e bydd unrhyw ddyfeisiau yr effeithir arnynt yn cael eu datgysylltu'n gorfforol o unrhyw
rwydwaith y maent wedi cysylltu ag ef;

e bydd yr holl ddyfeisiau symudol sy'n gysylltiedig a'r ddyfais yr effeithir yn cael eu
gwirio'n briodol am bresenoldeb yr haint.

13.Diogelwch Storio

Rhaid storio gwybodaeth bersonol mewn lleoliad diogel gyda mynediad ar gael i bersonau
awdurdodedig sydd angen mynediad i'r wybodaeth bersonol benodol honno yn unig. Rhaid
diogelu a chadw'r holl wybodaeth bersonol yn ddiogel er mwyn atal colled, camddefnydd
neu ddifrod.

13.1. Cofnodion Papur
Dylid cadw gwybodaeth bersonol dan glo lle bynnag y bo'n bosibl.

Dylai unrhyw ddroriau, cypyrddau, cabinetau, ystafelloedd storio neu gynwysyddion storio
fod yn gadarn ac wedi'u cloi pan nad ydynt yn cael eu defnyddio.

Ni ddylid gadael dogfennau sy'n cynnwys gwybodaeth bersonol ar ddesgiau swyddfa ac
ystafell ddosbarth, ar fyrddau ystafelloedd staff na'u pinio i hysbysfyrddau lle ceir
mynediad cyffredinol.

Dylid cadw dogfennau mewn lleoliad diogel a hygyrch sy'n cael ei ddiogelu rhag llifogydd,

lleithder ac elfennau eraill. Efallai y bydd angen cadw rhai dogfennau mewn cynwysyddion
aerdyn i'w diogelu rhag difrod amgylcheddol.
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Mewn rhai amgylchiadau, gall cofnodion ysgol cael eu adneuo gyda Archifdy Ynys Mén ar
gyfer eu cadw yn ddiogel. Cyfeiriwch at Polisi Trosglwyddo Cofnodion Ysgol i Archifdy
Ynys Moén.

13.2. Cofnodion Electronig
Os cedwir gwybodaeth bersonol yn electronig, mae angen i fesurau diogelwch technegol
priodol fod ar waith ar bob dyfais fel ffugenwi, amgryptio neu ddiogelu & chyfrinair.

Bydd data wrth gefn yn cael ei arbed yn rheolaidd yn unol & gweithdrefnau gwneud copi
wrth gefn.

14.Rhannu Gwybodaeth yn Ddiogel

Mae gwahanol ddulliau o rannu gwybodaeth yn ddiogel. Wrth rannu gwybodaeth bersonol,
dylid defnyddio dull priodol a diogel bob amser.

Os yw rhywun yn gofyn am wybodaeth bersonol, cymerir camau rhesymol i wirio pwy yw a
chyfeiriad y person sy'n gwneud y cais ac a oes ganddo'r awdurdod i ofyn am wybodaeth.

Mae gan yr ysgol hawl i ofyn am ddogfennaeth berthnasol i ddangos bod gan berson yr
awdurdod i ofyn am wybodaeth a gall ofyn am dystiolaeth o gyfrifoldeb rhiant dros blentyn
os yw rhiant yn gwneud cais gan wrthrych y data ar ran plentyn.

Dylid dilyn y Polisi Cais gan Wrthrych y Data Ysgolion mewn perthynas & cheisiadau gan
unigolion am eu gwybodaeth bersonol.

Bydd yr ysgol yn dilyn y Weithdrefn ar gyfer Rhannu Gwybodaeth gydag Awdurdodau'r
Heddlu yn y Deyrnas Unedig (Gwynedd a M6n) wrth ymdrin & cheisiadau gan yr Heddlu.

14.1. Dros E-bost

Bydd staff yr ysgol ond yn defnyddio cyfrif e-bost swyddogol, awdurdodedig i gyfathrebu
mewn perthynas & busnes yr ysgol. Ni fydd staff yr ysgol yn defnyddio eu cyfrif e-bost
personol i gyfathrebu a disgyblion ac i rannu data personol.

Wrth anfon e-bost sy'n cynnwys gwybodaeth bersonol, rhaid i'r anfonwr wirio bod cyfeiriad
e-bost y derbynnydd yn gywir ac na chaiff neb arall na ddylai dderbyn yr e-bost ei gopio fel
derbynnydd. Mae'n bosibl hofran dros y cyfeiriad e-bost i wirio manylion pellach am 'y
derbynnydd os yw'n gyfeiriad mewnol ac efallai y byddai'n briodol ychwanegu ffotograffau
at gyfrifon e-bost mewnol fel ffordd ychwanegol o ddilysu'r derbynnydd.

Os ydych yn anfon unrhyw e-bost at nifer o dderbynwyr y tu allan i'r ysgol, dylid defnyddio'r
cyfleuster copi dall (bcc) fel na all derbynwyr weld cyfeiriadau e-bost derbynwyr eraill.

Rhaid ystyried cyn ymateb i e-bost griwp neu gopio eraill yn yr e-bost, os oes angen i'r holl
dderbynwyr dderbyn yr wybodaeth ac os oes ganddynt reswm dilys dros ei derbyn.
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Rhaid nodi negeseuon e-bost sy'n cynnwys data categori personol ac arbennig gan
ddefnyddio termau dosbarthu data (SWYDDOGOL neu SWYDDOGOL SENSITIF) ym
maes pwnc yr e-bost. Ni ddylid cynnwys gwybodaeth bersonol yn y maes pwnc.

Efallai y byddai'n briodol gofyn i'r derbynnydd gadarnhau ei fod wedi derbyn yr e-bost os
yw'n cynnwys gwybodaeth bersonol.

14.1.1. Cyfrif E-bost HWB- amgryptio

Yn ddiofyn, mae system e-bost HWB wedi'i ffurfweddu i amgryptio ei sgwrs & systemau e-
bost eraill wrth anfon a derbyn negeseuon. Dylai defnyddwyr fod yn ymwybodol nad yw
hyn yn gwarantu cyfrinachedd y neges mewn rhai amgylchiadau, er enghraifft:

¢ nid yw system e-bost y derbynnydd yn cefnogi amgryptio;

e mae'r e-bost derbynnydd anghywir wedi'i gofnodi;

e body derbynnydd yn anfon yr e-bost at berson anawdurdodedig;
e mae'r neges yn cael ei hargraffu gan y derbynnydd

Am y rhesymau hyn, dylid amgryptio data a anfonir yn allanol a ddosberthir fel
SWYDDOGOL-SENSITIF. Gweler y canllaw- ‘Amgryptio e-byst a anfonir o gyfeiriadau
HWB’ ar y Porth TG i gael arweiniad ar hyn-
https://desggymorth.ynysmon.gov.uk/support/solutions/articles/50000102046-hamgryptio-
negeseuon-wedi-gyrru-o-ebyst-hwb

Os nad ydych yn defnyddio e-bost wedi'i amgryptio, dylai dogfennau sy'n cynnwys
gwybodaeth bersonol gael eu diogelu gyda chyfrinair, gyda’r cyfrinair yn cael ei rannu ar
wahan ac yn ddiogel gyda’r derbynnydd arfaethedig. Fel arall, bydd angen dad-bersonoli
gwybodaeth bersonol o fewn yr e-bost (e.e. defnyddio blaenlythrennau neu rifau adnabod

unigryw'r ysgol).

14.1.2. Mesurau Diogelwch E-bost

Bydd yr holl negeseuon e-bost a dderbynnir gan yr ysgol yn cael eu trosglwyddo drwy
borth diogelwch cyn cyrraedd blychau post y defnyddiwr; os yw'r e-bost yn cael ei nodi fel
bygythiad posibl, caiff ei roi mewn cwarantin neu ei wrthod gan y system.

Mae'r gosodiadau diogelwch e-bost canlynol wedi'u ffurfweddu yn y denantiaeth HWB:

e Atodiadau Diogel: yn darparu amddiffyniad zero-day i ddiogelu eich system
negeseuon, drwy wirio atodiadau e-bost ar gyfer cynnwys maleisus. Mae'n llwybro'r
holl negeseuon ac atodiadau nad oes ganddynt lofnod firws/malware i amgylchedd
arbennig, ac yna'n defnyddio technegau dysgu a dadansoddi peirianyddol i ganfod
bwriad maleisus. Os na cheir unrhyw weithgaredd amheus, anfonir y neges i'r blwch
post.

e Dolenni Cyswilit Diogel: yn darparu gwiriad wrth i chi glicio ar URLs, er enghraifft,
mewn negeseuon e-bost a ffeiliau Office. Mae diogelwch yn parhau ac yn
berthnasol ar draws eich amgylchedd negeseua ac Office. Mae dolenni cyswllt yn
cael eu sganio ar gyfer pob clic: mae dolenni cyswillt diogel yn parhau i fod yn
hygyrch ac mae dolenni cyswllt maleisus yn cael eu rhwystro'n ddeinamig.
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e Atodiadau Diogel ar gyfer SharePoint, OneDrive, a Microsoft Teams: yn diogelu'r
ysgol pan fydd defnyddwyr yn cydweithio ac yn rhannu ffeiliau, drwy adnabod a
blocio ffeiliau maleisus mewn safleoedd tim a llyfrgelloedd dogfennau;

e Anti-phishing: yn canfod ymdrechion i ddynwared eich defnyddwyr a pharthau
mewnol neu wedi’u personoleiddio. Mae'n cymhwyso modelau dysgu peirianyddol
ac algorithmau canfod amhersonol uwch i osgoi ymosodiadau phishing. | ddysgu
mwy, gweler Configure anti-phishing policies yn Microsoft Defender for Office 365;

e Anti-spam: yn diogelu e-bost yr ysgol rhag e-byst sothach;

e Anti-malware: diogelu e-bost yr ysgol rhag malware.

14.2. Drwy'r Post
Os yw gwybodaeth bersonol yn cael ei hanfon drwy'r post, dylid selio'r wybodaeth o fewn

amlen gadarn a dylid marcio'r amlen gan ddefnyddio termau dosbarthu data
(SWYDDOGOL neu SWYDDOGOL SENSITIF).

Os yw'r wybodaeth yn cynnwys data categori arbennig neu os ystyrir ei bod o natur
sensitif, dylid anfon yr wybodaeth drwy bost wedi'i olrhain neu gan gludwr lle y bo'n
briodol. Efallai y byddai'n briodol gofyn i'r derbynnydd gadarnhau ei fod wedi'i dderbyn.
Dylid gwneud cofnod o'r dyddiad yr anfonwyd yr wybodaeth a’r dull & ddefnyddiwyd.

Dylid defnyddio cludwyr trafnidiaeth dibynadwy bob amser a rhaid i ddeunydd pacio fod yn
ddigonol i ddiogelu'r cynnwys rhag difrod wrth ei gludo.

14.3. Dros y Fféon

Os yw'r ysgol wedi derbyn cais i rannu gwybodaeth bersonol dros y ffén, rhaid i staff yr
ysgol gadarnhau'n gyntaf mai'r sawl sy'n gwneud cais yw'r sawl y mae’n honni i fod, a bod
ganddynt reswm dilys dros gael gweld yr wybodaeth. Mae angen cadarnhad gan weithwyr
proffesiynol ac aelodau o'r teulu sy’n gofyn am wybodaeth.

Efallai y byddai'n briodol gofyn i gais ffurfiol gael ei wneud yn ysgrifenedig.

Unwaith y bydd hunaniaeth wedi'i chadarnhau, dim ond i'r person sydd wedi gofyn amdani
y dylai'r ysgol ddarparu gwybodaeth bersonol. Os nad ydynt ar gael, dylid gadael neges
iddynt alw’n 6l. Ni fydd neges fanwl (sydd yn gwneud datgeliad) yn cael ei gadael gyda
rhywun arall nac ar neges llais.

Bydd gofal bob amser yn cael ei gymryd wrth rannu gwybodaeth bersonol dros y ffon o
bwy allai glywed yr alwad. Bydd cofnod yn cael ei gadw o unrhyw wybodaeth bersonol
sydd wedi'i datgelu yn ystod galwad ffon - dylai hyn gynnwys manylion am ddyddiad ac
amser y datgeliad, y rheswm amdano ac, os yw'n briodol, pwy a awdurdododd y datgeliad.

14.4. Wyneb i Wyneb

Efallai mai'r ffordd fwyaf diogel o rannu gwybodaeth bersonol yw drwy ei chyflwyno'n
bersonol. Gall staff yr ysgol gyflwyno gwybodaeth bersonol wyneb yn wyneb os yw'r
Pennaeth neu aelod arall o'r uwch dim rheoli wedi cytuno ar hyn.

Dylid cadw cofnod o unrhyw wybodaeth bersonol sydd wedi'i chyflwyno wyneb yn wyneb;
manylion y sawl a ddanfonodd yr wybodaeth; y dyddiad a'r rhesymau pam.
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Rhaid cludo gwybodaeth bersonol bapur mewn bocs y gellir ei gloi, ffeil wedi'i selio neu
amlen wedi'i marcio a'r term dosbarthu data priodol (SWYDDOGOL neu SWYDDOGOL
SENSITIF).

15.Cludo Gwybodaeth yn Ddiogel

Pan fydd angen cludo gwybodaeth a gedwir mewn dogfennau, gliniaduron a dyfeisiau
symudol ac ati sy'n cynnwys gwybodaeth bersonol, mae'n bwysig sicrhau bod rhagofalon
yn cael eu cymryd i leihau'r posibilrwydd y bydd y rhain yn cael eu colli neu eu dwyn.

Dim ond pan fo angen y dylid cludo gwybodaeth bersonol. Ni ddylid cludo gwybodaeth
bersonol a dyfeisiau symudol lle nad oes gwbl angen gwneud hynny a dim ond dogfennau
perthnasol y dylid eu cludo lle y bo'n bosibl.

Gall gwybodaeth nad yw efallai'n cael ei hystyried yn gyfrinachol fod yn beryglus yn'y
dwylo anghywir.

Mae angen cadw gwybodaeth bersonol yn ddiogel, gan sicrhau na all pobl
anawdurdodedig gael gafael ar wybodaeth. Felly, dylai staff yr ysgol gymryd pob cam
rhesymol i sicrhau bod diogelwch yn cael ei gynnal wrth gludo gwybodaeth rhwng y gwaith
a'r cartref neu rhwng lleoliadau gwaith.

Dylid cludo dogfennau a dyfeisiau symudol mewn cerbydau sy'n cael eu cadw dan glo ac
yn ddiogel, yn enwedig pan nad oes neb ynddynt. Mae angen i gerbydau fod yn ddiogel a
dylid cloi drysau, ffenestri, bwt a thoeau haul os yw gwybodaeth bersonol o fewn y cerbyd.

Dylid cludo gwybodaeth bersonol neu ddyfeisiau symudol mewn bagiau, bocsys, ffolderi
diogel etc., i leihau'r risg o golled neu ddifrod a dylid eu cadw'n guddiedig mewn bwt dan
glo lle bynnag y bo modd neu fel arall eu cadw allan o'r golwg er mwyn peidio ag annog
pobl i ymgymryd a throseddau cipio oportiwnistaidd.

Dylai cerbydau gael eu parcio mewn ardaloedd prysur sydd wedi'u goleuo'n dda neu ble
ceir CCTV er mwyn i annog pobl i beidio a lladrata.

16.Cael Gwared & Gwybodaeth Bersonol yn Ddiogel

Bydd gwybodaeth bersonol (a gwybodaeth categori arbennig) nad oes ei hangen mwyach
yn unol &'r Cyfnodau Cadw Cofnodion Ysgolion yn cael ei dileu'n barhaol o systemau
gwybodaeth yr ysgol a bydd unrhyw gopiau caled o wybodaeth bersonol yn cael eu
dinistrio mewn modd diogel cyn gynted & phosibl.

Bydd yr ysgol yn dilyn yr Cyfnodau Cadw Cofnodion Ysgolion sy'n nodi'r cyfnod cadw
perthnasol ar gyfer gwahanol fathau o wybodaeth a dogfennau personol. Mae angen i'r
ysgol sicrhau nad yw gwybodaeth bersonol yn cael ei chadw am fwy o amser na'r angen
ond hefyd nad yw gwybodaeth bersonol yn cael ei gwaredu cyn diwedd y cyfnod cadw.

Gellir dinistrio gwybodaeth bersonol yn ddiogel drwy ddefnyddio peiriannau rhwygo traws

neu drwy drefniadau gwaredu gwastraff diogel. Gall yr ysgol ddefnyddio trydydd parti
priodol i gael gwared a chofnodion yn ddiogel ar ran yr ysgol. Os felly, bydd yr ysgol yn ei
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gwneud yn ofynnol i'r trydydd parti ddarparu digon o sicrwydd ei fod yn cydymffurfio &
chyfraith diogelu data (e.e. Tystysgrif Dinistr).

Ni fydd data personol yn cael ei adael mewn lleoliad ansicr tra yn y broses o gael ei
ddinistrio’'n ddiogel. Ni chaiff gwybodaeth bersonol ei diystyru drwy wastraff cyffredinol,
ailgylchu na thrwy sgip. Rhaid defnyddio dull diogel ym mhob achos lle ceir data personol.

17.Cael Gwared ag Offer TGCh Segur yn Ddiogel

Bydd yr holl offer TGCh segur yn cael ei waredu'n ddiogel drwy'r cynllun gwaredu drwy
Cynnal. Dylai hyn gynnwys derbynneb ysgrifenedig ar gyfer yr eitem gan gynnwys derbyn
cyfrifoldeb am ddinistrio unrhyw ddata personol os yw'n briodol.

Bydd yr ysgol yn cynnal rhestr gynhwysfawr o'i holl offer TGCh gan gynnwys cofnod o
waredu. Bydd cofnod gwaredu'r ysgol yn cynnwys:

e dyddiad gwaredu;

e awdurdodiad ar gyfer gwaredu, gan gynnwys a yw unrhyw ddata personol yn
debygol o gael ei gadw ar y cyfryngau storio. Os yw data personol yn debygol o
gael ei gadw, bydd angen i'r cyfryngau storio naill ai gael eu trosysgrifo sawl gwaith
er mwyn sicrhau bod y data'n cael ei ddinistrio'n ddiymdroi neu ei ddifrodi'n gorfforol
gan Cynnal;

e suty cafodd ei waredu e.e. gwastraff, rhodd, gan gynnwys manylion glanhau data;

e enw'r person a/neu'r sefydliad a gafodd yr eitem a waredwyd;

e copi o dderbyn cyfrifoldeb am ddinistrio data personol lle bo hynny'n briodol.

18.Systemau Etifeddiaeth

Yn ogystal & bod yn arfer dda a dderbynnir, mae PSN yn mynnu bod yr ysgol ond yn
defnyddio meddalwedd a chaledwedd sy'n dal i gael ei gynnal gan y gwerthwr fel y gellir
trwsio unrhyw wendidau a ganfyddir yn y dechnoleg. Disgrifir systemau nad ydynt bellach
yn cael eu cynnal gan eu gwerthwr fel "Systemau Etifeddiaeth."

Ystyria Swyddfa’r Cabinet bod defnyddio meddalwedd etifeddiaeth yn risg diogelwch nid
yn unig i'r ysgol a'r Cyngor, ond i sefydliadau eraill sy'n gysylitiedig &'r PSN ac felly
byddai'n arwain at fethiant yr asesiad PSN blynyddol.

Am y rheswm hwn, bydd yr holl systemau etifeddiaeth yn cael eu tynnu o'r rhwydwaith
unwaith y bydd y gwerthwr wedi tynnu cymorth yn 6l. Lle mae'n rhaid cadw'r data a gedwir
yn y system etifeddiaeth, yna dylid ei newid i fformat & chymorth, er enghraifft fersiwn mwy
newydd o'r feddalwedd.

19. Gweithio Gartref

Mae'r holl egwyddorion a pholisiau diogelu data yn berthnasol pan fydd staff yr ysgol yn
gweithio gartref. Mae'r risg o ddigwyddiadau diogelwch data yn cynyddu pan fydd
gwybodaeth bersonol wedi'i chymryd allan o'r ysgol.
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Ni ddylai staff fynd & gwybodaeth gyfrinachol na gwybodaeth arall adref heb ganiatad y
Pennaeth ymlaen llaw, a dim ond pan fo'n fodlon bod mesurau technegol ac ymarferol
priodol ar waith yn y cartref i gynnal diogelwch a chyfrinachedd parhaus yr wybodaeth
honno y dylai wneud hynny. Ni ddylid mynd ag unrhyw ddogfennau papur sy'n cynnwys
gwybodaeth bersonol adref oni bai ei bod yn hanfodol gwneud hynny.

Pan fydd aelod o staff yr ysgol wedi cael caniatad i fynd & gwybodaeth gyfrinachol neu
wybodaeth arall adref, rhaid iddynt sicrhau:

e y cedwir cofnod o unrhyw ddogfennau sy'n cynnwys gwybodaeth bersonol sydd
wedi'u cymryd adref o'r ysgol;

e bod yr wybodaeth yn cael ei chadw mewn amgylchedd diogel a chlo (e.e. cabinet y
gellir ei gloi) lle na all aelodau o'r teulu nac ymwelwyr ei gyrchu;

e bod sgriniau cyfrifiadurol wedi'u cloi pan nad ydynt yn cael eu defnyddio neu eu
gadael heb oruchwyliaeth a bod pob dyfais wedi'i diogelu gan gyfrinair;

e niall aelodau o'r teulu nac ymwelwyr weld yr wybodaeth yn anfwriadol;

e nad yw'r wybodaeth yn cael ei gadael heb oruchwyliaeth am unrhyw gyfnod o
amser, yn enwedig mewn cerbyd dros nos;

e bod yr holl ddeunydd sensitif y mae angen ei waredu yn cael ei rwygo yn yr ysgol,
neu, yn achos deunydd electronig, ei ddinistrio'n ddiogel, cyn gynted ag y bydd
unrhyw angen i'w gadw wedi mynd heibio. Ni ddylid gwaredu na dinistrio
gwybodaeth bersonol gartref.

Dim ond drwy ddulliau electronig awdurdodedig sy'n cynnwys y mesurau diogelwch
gofynnol y dylid cael mynediad at wybodaeth bersonol. Dim ond offer electronig
awdurdodedig o'r ysgol dylai staff ei ddefnyddio i gael mynediad at wybodaeth bersonol. Ni
ddylid cadw gwybodaeth bersonol ar unrhyw ddyfeisiau personol ac ni ddylid defnyddio
cyfrifon e-bost personol i anfon na derbyn gwybodaeth bersonol.

Dylid bod yn ofalus wrth ddefnyddio mynediad di-wifr cyhoeddus am ddim gan fod
potensial i bersonau anawdurdodedig weld cyfrineiriau a data.

Dylid cymryd gofal na all aelodau o'r teulu neu ymwelwyr glywed unrhyw alwadau ffén sy'n
ymwneud a busnes ysgol neu sesiynau dysgu ar-lein.

20.Proseswyr Data

Pan fo'r ysgol yn defnyddio sefydliadau allanol i brosesu gwybodaeth bersonol ar ei rhan
neu'n defnyddio cyflenwyr storio "Cwmwl" (e.e. HWB- One Drive neu Google Drive) neu’'n
prosesu gwybodaeth bersonol drwy geisiadau allanol (apiau), mae angen gweithredu
trefniadau diogelwch ychwanegol mewn contractau a chytundebau gyda'r sefydliadau
hynny i ddiogelu diogelwch gwybodaeth bersonol. Ni ddylia staff ysgol ddefnyddio eu
trefniadau storio drwy gwmwl personol ar gyfer busnes yr ysgol.

Bydd y Swyddog Diogelu Data Ysgolion yn rhoi arweiniad i sicrhau bod cytundebau a
chontractau priodol (megis Cytundebau Prosesu Data) ar waith gyda phroseswyr data i
sicrhau bod gweithdrefnau diogelwch gwybodaeth priodol ar waith. Bydd cytundebau a
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chontractau o'r fath yn sicrhau ymrwymiad gan broseswyr data y byddant yn bodloni
safonau diogelwch gofynnol yr ysgol.

Rhaid i gontractau a chytundebau a sefydliadau allanol sicrhau:

dim ond ar gyfarwyddiadau ysgrifenedig yr ysgol y gall y sefydliad weithredu;

mae'r rhai sy'n prosesu'r data yn destun dyletswydd cyfrinachedd;

bod mesurau priodol yn cael eu cymryd i sicrhau diogelwch prosesu;

dim ond gyda chydsyniad yr ysgol ymlaen llaw ac o dan gontract ysgrifenedig y
mae isgontractwyr yn cael eu defnyddio;

bydd y sefydliad yn cynorthwyo'r ysgol i ddarparu mynediad i wrthrychau data ac yn
caniatau i unigolion arfer eu hawliau mewn perthynas & diogelu data;

bydd y sefydliad yn cynorthwyo'r ysgol i gyflawni ei rhwymedigaethau mewn
perthynas a diogelwch prosesu; hysbysu o ddigwyddiadau diogelwch data ac
Asesiadau Effaith Diogelu Data (DPIAS);

bydd y sefydliad yn dileu neu'n dychwelyd yr holl wybodaeth bersonol i'r ysgol yn 6l
y gofyn ar ddiwedd y contract; a

bydd y sefydliad yn ymostwng i archwiliadau ac arolygiadau; rhoi pa wybodaeth
bynnag sydd ei hangen ar yr ysgol i sicrhau eu bod yn cyflawni eu
rhwymedigaethau diogelu data, a dweud wrth yr ysgol ar unwaith os gofynnir iddi
wneud rhywbeth sy'n dor-cyfraith diogelu data.

Dylid gyfeirio at Polisi Prosesu Data Ysgolion am fwy o fanylion ac arweiniad.

21.Gweithredu Systemau

Bydd y safonau diogelwch canlynol yn cael eu hystyried yn ofyniad sylfaenol wrth gaffael
Systemau TG newydd:

dylai'r system ofyn am gyfrinair cymhleth sy'n 8 nod o leiaf;

rhaid i'r system allu gorfodi defnyddwyr i newid eu cyfrinair ar 6l nifer penodol o
ddyddiau, fel y'u pennwyd gan weinyddwr y system;

rhaid i'r system sicrhau bod gan bob defnyddiwr o'r system ei enw defnyddiwr ei
hun;

rhaid i'r system wahardd ailddefnyddio cyfrineiriau;

rhaid i'r system analluogi cyfrifon defnyddwyr ar &l nifer o ymdrechion a fethwyd a
bennir gan weinyddwr y system.

Ar gyfer systemau newydd sy'n cael eu cynnal y tu allan i'r Cyngor (yn y "Cwmwl") bydd yn
ofynnol i'r cyflenwr gwblhau Cytundeb Prosesu Data sy'n eu hymrwymo i fodloni safonau
diogelwch gofynnol y Cyngor, gan gynnwys (ond heb fod yn gyfyngedig i):

cadw'r data o fewn y DU;
gorfodi cymhlethdod cyfrineiriau;
cynnal profion rheolaidd ar ddiogelwch gan ddefnyddio trydydd partion.
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Amlinellir set lawn o ofynion yn y Fanyleb Dechnegol TG sydd wedi'i chynnwys yn y Polisi
Caffael TG. Mae rhagor o wybodaeth am Gytundebau Prosesu Data ar gael o dan pwynt
20 o'r polisi yma a drwy gyfeirio at y Polisi Prosesu Data Ysgolion.

22.Mynediad Trydydd Parti o Bell

Mae'n arfer cyffredin i gyflenwyr TG trydydd parti gael mynediad o bell i systemau TG
sefydliad er mwyn darparu cymorth technegol. Er mwyn amddiffyn diogelwch data a
sicrhau bod cyflenwyr yn bodloni'r safonau diogelwch sy'n ofynnol gan yr ysgol a'r Cyngor,
bydd y rheolaethau canlynol yn berthnasol:

e dim ond ar 8l cwblhau ffurflen Cytundeb Mynediad o Bell y caniateir mynediad i
drydydd partion sy'n cofnodi eu cytundeb i gadw at bolisiau TG y Cyngor yn ogystal
a'u hymrwymiad i Gytundeb Prosesu Data;

e bydd mynediad ond yn cael ei ddarparu drwy borth gwe diogel y Cyngor sy'n cynnig
twnnel wedi'i amgryptio ar gyfer cyfathrebu ac sy'n cynnal cofnod archwilio o
weithgarwch a gynhelir gan y cyflenwr i'w adolygu'n ddiweddarach os oes angen;

e dim ond drwy systemau mynediad o bell cyfoed i gyfoed fel TeamViewer,
GotoMeeting lle nad oes unrhyw ddull arall yn bosibl y caniateir mynediad o
ffynonellau allanol. Ni chaniateir i ddefnyddwyr sefydlu mynediad o bell digyswillt.
Rhaid cofnodi mynediad drwy'r dull hwn yn log mynediad o bell yr ysgol at
ddibenion archwilio;

e dimond ar gais i'r Ddesg Gwasanaeth TG y caniateir mynediad a chaiff ei ddirymu
ar ddiwedd y diwrnod gwaith. Os oes angen mynediad o bell gydag unrhyw frys,
dylid gwneud y cais dros y ffon, nid e-bost;

e ni chaiff unrhyw drydydd parti allanol (contractwyr allanol, partneriaid, asiantau, y
cyhoedd neu bartion nad ydynt yn gyflogeion) dynnu gwybodaeth o offer TG yr
ysgol heb gytundeb penodol gan y Pennaeth.

23.Digwyddiadau Diogelwch Data

Digwyddiad diogelwch data yw toriad diogelwch sy’n arwain at ddinistrio, colli, addasu,
datgelu neu fynediad anawdurdodedig at ddata personol a drosglwyddir, a storir neu a
brosesir mewn unrhyw ddull arall gan yr ysgol, yn ddamweiniol neu'n anghyfreithlon.
Golyga hyn fod yr wybodaeth bersonol wedi cael ei chyfaddawdu, ei difrodi, ei cholli neu ei
dwyn.

Gall digwyddiad diogelwch data fod ar sawl ffurf wahanol, mae enghreifftiau'n cynnwys,
ond ddim yn gyfyngedig i:

e colli neu ddwyn data neu offer y mae gwybodaeth bersonol yn cael ei storio arno
e.e. gwybodaeth neu offer TG (gliniaduron, tabledi, ffonau symudol, dyfeisiau sy'n
cynnwys data personol fel cofion bach);

e gwall dynol fel data’n cael ei rannu gyda derbynnydd anfwriadol drwy e-bostio
gwybodaeth i gyfeiriad e-bost anghywir; gwybodaeth bersonol yn cael ei gadael
mewn lleoliad ansefydlog; uwchlwytho gwybodaeth bersonol i wefan neu gyfrif
cyfryngau cymdeithasol;
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e mynediad heb awdurdod at wybodaeth bersonol neu gwybodaeth bersonol yn cael
ei defnyddio naill ai gan aelod o staff neu drydydd parti gan gynnwys rheolaethau
mynediad amhriodol, gan arwain at gyfrifon defnyddwyr yn cael eu cyfaddawdu,
sydd yna’n arwain at fynediad heb awdurdod at ddata;

¢ methiant offer neu systemau TG (gan gynnwys caledwedd a meddalwedd) sy'n
arwain at golli data neu anargaeledd data a gadwir arno;

e difrodi, dinistrio neu golli data personol; newid neu ddileu data personol yn
ddamweiniol neu'n anghyfreithlon (e.e. oherwydd methiant offer neu wall dynol);

e colli data neu offer drwy ddigwyddiadau naturiol nas rhagwelwyd fel tan neu
lifogydd;

e ymosodiadau bwriadol ar systemau TG a seiberfwlio fel hacio, firysau, sgamiau
“phishing” neu haint drwgwedd;

¢ lle ceir gwybodaeth drwy dwyllo aelod o staff;

e torri mewn i fynediad/diogelwch adeiladau corfforol;

e newidiadau anarferol neu heb reolaeth i'r system;

e storio a/neu waredu offer TG yn amhriodol.

Bydd yr ysgol yn cysylitu &'r Swyddog Diogelu Data Ysgolion i roi gwybod am yr holl
ddigwyddiadau diogelwch data/'digwyddiadau agos' cyn gynted a phosibl. Bydd yr ysgol
yn ymchwilio i unrhyw achosion o dorri rheolau o'r fath a bydd yn cwblhau'r adroddiad
gofynnol ar ddigwyddiadau diogelwch data heb oedi diangen. Mae templed adroddiad
digwyddiad diogelwch data ar gyfer ysgolion a chanllawiau cysylltiedig ar gael ar tudalen
Diogelu Data ar Feicrowefan y Gwasanaeth Dysgu.

Bydd angen i'r ysgol gymryd unrhyw gamau angenrheidiol i fynd i'r afael &'r digwyddiad
diogelwch data a'i liniaru a bydd yn cymryd unrhyw gamau adferol os bydd angen. Mi fydd
angen sicrhau bod yr wybodaeth yn cael ei chasglu/dychwelyd a’i dinistrio yn syth fel cam
cyntaf pan mae’r ysgol yn dod yn ymwybodol o’r digwyddiad. Bydd yr ysgol hefyd yn
adolygu a oes angen iddi wneud unrhyw newidiadau gofynnol i brosesau ac/neu arferion
cyfredol er mwyn lleihau'r risg o ddigwyddiad tebyg yn digwydd eto.

Os yw'r digwyddiad diogelwch data yn debygol o arwain at risg i hawliau a rhyddid
unigolion, mae'n ofynnol i'r ysgol roi gwybod i Swyddfa'r Comisiynydd Gwybodaeth am y
digwyddiad diogelwch data, o fewn 72 awr o ddod yn ymwybodol ohono. Y Swyddog
Diogelu Data Ysgolion sy'n penderfynu a oes angen rhoi gwybod i Swyddfa'r
Comisiynydd Gwybodaeth am y toriad ai peidio.

Bydd angen i'r ysgol hefyd hysbysu'r unigolion yr effeithir arnynt heb oedi diangen os yw
digwyddiad diogelwch data yn debygol o arwain at risg uchel i'w hawliau a'u rhyddid.

Rhaid i'r ysgol gadw cofnod canolog o'r holl ddigwyddiadau diogelwch data a fydd yn
cofrestru'r holl fethiannau cydymffurfio. Bydd y Pennaeth yn sicrhau bod cofnod canolog
o'r holl ddigwyddiadau diogelwch data yn cael ei gadw drwy Log Digwyddiadau Diogelwch
Data.

Mae angen i'r holl staff fod yn agored am unrhyw ddigwyddiadau fel bod yr ysgol yn

sicrhau ei bod yn gweithredu'n gyfrifol, yn cefnogi aelodau o staff ac yn delio a'r

digwyddiad cyn gynted & phosib ac mor effeithlon & phosib. Gall peidio a rhoi gwybod am
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ddigwyddiad y dylid bod wedi'i adrodd i Swyddfa'r Comisiynydd Gwybodaeth arwain at
ganlyniadau i'r ysgol ac i'r aelod unigol o staff.

Bydd yr ysgol yn cydymffurfio a'r Polisi Digwyddiadau Diogelwch Data Ysgolion.
24 Asesu Risgiau Gwybodaeth, Adfer Trychinebau a Pharhad Busnes

Mae'r ysgol yn ymroi i ddiogelwch yr holl wybodaeth ac mae'n sicrhau bod yr holl risgiau'n
cael eu hadnabod. Bydd yr ysgol yn sicrhau bod lefel y diogelwch a'r rheolaethau sy'n
'briodol" i'r risgiau a gyflwynir drwy brosesu yn cael eu gweithredu. Cofnodir rheolaethau
priodol a weithredir hefyd (o fewn Rhestr Risgiau lle y bo'n briodol). Mae Matrics Risg
Diogelu Data Ysgolion a thempled Rhestr Risgiau Diogelu Data Ysgolion ar gael ar
tudalen Diogelu Data ar Feicrowefan y Gwasanaeth Dysgu.

Bydd yr ysgol yn adolygu'r data personol a gedwir a'r ffordd y caiff ei ddefnyddio yn
rheolaidd er mwyn asesu pa mor werthfawr, sensitif neu gyfrinachol ydyw. Bydd yr ysgol
hefyd yn asesu'r difrod neu'r trallod a allai gael ei achosi pe bai'r data'n cael ei beryglu.

Bydd risgiau a nodwyd yn bwydo i mewn i Asesiadau Effaith Diogelu Data (DPIAs) lle bo
angen.

Mae gan yr ysgol Gynllun Adfer Trychinebau a Pharhad. Mae hwn ar waith i sicrhau, os
bydd achos corfforol neu dechnegol neu fethiant offer neu systemau TG (gan gynnwys
caledwedd a meddalwedd), y gellir adfer argaeledd a mynediad at wybodaeth bersonol
mewn modd amserol er mwyn osgoi colli data neu anargaeledd data.

Lle y bo'n bosibl, mae disgrifiad cyffredinol o fesurau diogelwch technegol a sefydliadol yr
ysgol wedi'u cynnwys yng Nghofnodion o Weithgareddau Prosesu (ROPA) yr ysgol.

25.Gwiriadau ac Archwiliadau

Bydd y Pennaeth yn cynnal archwiliad diogelwch gwybodaeth diogelu data unwaith bob
hanner tymor. Bydd canfyddiadau'r archwiliad yn cael eu rhannu o bryd i'w gilydd gyda
chorff llywodraethu'r ysgol. Efallai y byddai'n ddefnyddiol rhannu canfyddiadau hefyd gyda
holl staff yr ysgol fel y gellir trafod a rhannu unrhyw wersi a ddysgwyd.

Bydd angen i'r ysgol fynd i'r afael ag unrhyw faterion neu bryderon sy'n codi o'r archwiliad
cyn gynted a phosibl. Gall y Swyddog Diogelu Data Ysgolion roi cymorth gyda hyn.

Mae templed Archwiliad Diogelwch Gwybodaeth Diogelu Data Ysgolion ar gael ar tudalen
Diogelu Data ar Feicrowefan y Gwasanaeth Dysgu.

26.Torri’r Polisi
Gallai peidio & chydymffurfio a'r polisi hwn gan aelodau o staff yr ysgol arwain at

ganlyniadau difrifol gan gynnwys torri'r gyfraith a risg o gosbau sifil a throseddol sylweddol
i'r unigolyn ac awdurdodau'r ysgol.
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Gall hyn arwain at roi'r unigolion y mae eu gwybodaeth bersonol yn cael ei phrosesu a'r
ysgol mewn peryqgl.

Felly, gellir ystyried peidio & chydymffurfio gan aelod o staff yn fater disgyblu. Os bydd
sawl nad yw’r gyflogai’n mynd yn erbyn y polisi hwn, efallai y bydd ei gontract yn dod i ben
ar unwaith.

27.Adolygiad o Drefniadau Polisi a Goruchwylio

Bydd y polisi hwn yn cael ei adolygu gan y Swyddog Diogelu Data Ysgolion bob dwy
flynedd, oni bai bod newidiadau i ddeddfwriaeth, codau ymarfer neu ganllawiau yn ei
gwneud yn ofynnol i'r polisi gael ei ddiweddaru'n gynt.

Caiff y polisi ei gymeradwyo gan Uwch Dim Rheoli'r Gwasanaeth Dysgu a chaiff ei
fabwysiadu gan gorff llywodraethu'r ysgol. Caiff cydymffurfiaeth &'r polisi hwn a
gweithdrefnau cysylltiedig eu monitro gan Dim Arweinyddiaeth yr Ysgol a'r corff
llywodraethu.

Os oes unrhyw ymholiadau neu bryderon am unrhyw beth a gynhwysir yn y polisi hwn,
dylid cysylltu &'r Swyddog Diogelu Data Ysgolion heb betruso:

E-bost: dpoysgolionmon@ynysmon.gov.uk

Ffon: 01248 751833

Cyfeiriad:
Gwasanaeth Dysgu
Cyngor Sir Ynys Mén
Swyddfeydd y Cyngor
Llangefni

Ynys mon

LL77 7TW

Gellir cael rhagor o wybodaeth am ddiogelu data ar wefan Swyddfa'r Comisiynydd
Gwybodaeth: https://ico.org.uk/
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1. Policy Statement

Data protection legislation aims to protect personal privacy and the rights of individuals
about whom data is obtained, stored, processed or supplied. The UK General Data
Protection Regulation (UK GDPR) requires that organisations have appropriate technical
security measures to ensure that personal data is kept secure and protected against
unauthorised or unlawful processing, and against accidental loss, destruction or damage.

In order to operate efficiently, the school has to collect and use personal information about
individuals with whom it works with. In addition, it may be required by law to collect, use
and share information in order to comply with the requirements of the Welsh Government.

This policy aims to protect the confidentiality, integrity and availability of personal
information. The school is fully committed to comply with its data protection obligations and
ensuring that personal information is processed securely and is properly managed and
protected to ensure that no harm or distress is caused to individuals.

The school will ensure:

e all regulatory and legislative requirements are fully met;

¢ personal information will be protected against unauthorised access and protected
against potential breaches of confidentiality;

¢ all information assets, IT facilities, systems and devices have appropriate security
measures in place and are protected against damage, loss or misuse;

¢ the on-going confidentiality, integrity, availability and resilience of processing
systems and services;

e appropriate security measures, standards and controls are in place to prevent
personal data from being accidentally altered or disclosed;

e a secure and trusted environment for the management and storage of information
is in place;

¢ the business requirements for the availability of information and information
systems will be met;

¢ risks are identified and appropriate controls are implemented and documented;

e potential breaches of information are reported and investigated;

o that a process is in place for regularly testing, assessing, monitoring, auditing and
evaluating the effectiveness of technical and organisational measures and
practices for ensuring the security of the processing and protecting personal
information;

e where possible, personal information should be pseudonymised or encrypted and
also anonymised if appropriate;

o there is clarity over the personal responsibilities around information security
expected of school staff;

¢ information security education and training will be available to all staff;

e access/requests by third parties are carefully considered before allowing access to
data.

2. Scope
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This policy applies to all members of staff, including temporary workers, contractors,
volunteers, agency workers, school governors and any third parties authorised to access
the school’s information, information systems or ICT equipment.

This policy applies to all personal information created or held by the school in whatever
format (including, but not limited to, paper, electronic, e-mail, film, video, CCTV,
photographic images) and however it is stored (for example ICT system/database/network,
shared drive, filing structure, e-mail, filing cabinets, shelves and drawers).

This also includes physical and organisational security measures and also covers
cybersecurity (the protection of networks and information systems from attack).

3. Legislation, Guidance and Policies

The main data protection legislation that this policy complies with is that of the UK General
Data Protection Regulation (UK GDPR) and the Data Protection Act 2018.

This policy is also based on relevant codes of practice and on guidance published by the
Information Commissioner’s Office (ICO).

This policy should also be read in conjunction with the Schools Data Protection Policy;
Schools Retention Schedule; School Staff E-mail Policy, Schools Data Breach Policy;
Schools Data Subject Access Request Policy; Procedure for Sharing Information with
Police Authorities in the United Kingdom (Gwynedd & Anglesey); Schools Data Processing
Policy and Transferring School Records to the Anglesey Archives Policy. These are all
available on the Data Protection page on the Learning Service Microsite.

4. Definitions

Personal data Any information relating to an identified or identifiable natural
person that can be identified either directly or indirectly from
that information. This can be stored electronically, on a
computer, or in paper-based filing systems.

Special Information about an individual’s race, ethnic origin, political
category data opinions, religious or philosophical beliefs, trade union
membership (or non-membership), genetics information,
biometric information (where used to identify an individual) and
information concerning an individual’s health, sex life or sexual
orientation. Special category data is personal data that needs
more protection because it is sensitive.

Data breach A breach of security leading to the accidental or unlawful
destruction, loss, alteration, unauthorised disclosure of, or
access to, personal data transmitted, stored or otherwise
processed information.

Information The ICO is the UK's independent body (supervisory authority)
Commissioner’s | set up to uphold information rights. The ICO’s role is to uphold
Office (ICO) information rights in the public interest. This includes dealing

with complaints regarding problems accessing personal
information from an organisation, or if there are concerns about
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how an organisation has handled information- if the information
is wrong, has been lost or disclosed to someone else. Data
breaches that are a high risk to individuals are reported to the
ICO.

Data controller

The people, or organisations, which determine the purposes
for which, and the manner in which, any personal data is
processed. The data controller has a responsibility to establish
practices and policies in line with legislation. The school is the
data controller.

Data users Includes employees whose work involves using personal data.
Data users have a duty to protect the information they handle
by following data protection and security policies at all times.
Staff employed within schools are data users.

Data Includes any person who processes personal data on behalf of

processors a data controller (other than the employee of the data

controller). Data processors could include suppliers which
handle personal data on behalf of the school.

Data subject

The individual to whom the personal information relates.

Data Protection
Officer

A DPO assists to monitor internal compliance, inform and
advise on data protection obligations, provide advice regarding
Data Protection Impact Assessments (DPIAs) and act as a
contact point for data subjects and the supervisory authority.

Third-party A third party is somebody who is not the data controller, the
information data processor or the data subject.

Processing Collecting, obtaining, recording, organising, structuring, storing,
information retaining, amending, adapting, altering, retrieving, consulting,

disseminating, restricting, disclosing, destroying, erasing
information or using or doing anything with it.

Pseudonymised

The process by which personal information is processed in
such a way that it cannot be used to identify an individual
without the use of additional information, which is kept
separately and subject to technical and organisational
measures to ensure that the personal information cannot be
attributed to an identifiable individual.

Anonymised

To remove identifying information from something (such as
computer data) so that the original source cannot be known or
identified.

Information Information processing computers or data communication

Systems systems.

Integrity The preservation of the complete, accurate and validated state
of information.

Risk Effect of uncertainty on objectives. Risks to individuals: the

potential for damage or distress. Risk is often characterised by
reference to potential “events” and “consequences”, or a
combination of these.

Unauthorised

Without a legitimate right.

Cloud storage

Cloud storage is a cloud computing model in which data is
stored on remote servers accessed from the internet, or
"cloud." It is maintained, operated and managed by a cloud

29

CYNGOR SIR
. YNYS MON

‘l’c‘ ISLE OF ANGLESEY
¥ COUNTY COUNCIL

-_—



Gwasanaeth Swyddog Diogelu Data Ysgolion Mon

CYNGOR SIR
R .
s [SLE LESE
NS> COUNTY COUNCIL

-_—

Anglesey Schools Data Protection Officer Service

storage service provider on storage servers that are built on
virtualisation techniques.

App The word "app" is an abbreviation for "application." It is a piece
of software that can run through a web browser or offline on a
computer, and on a smartphone phone, tablet or other
electronic devices.

5. Responsibilities

5.1. School Governing Body
The school governing body has the responsibility for:

e monitoring the school’s overall compliance and accountability relating to this policy;
e monitoring the performance of the school security measures during special interest
visits; via the Headteacher reports to governors and observing whilst visiting the

school;
e ensuring that the school can evidence compliance with data protection legislation.

5.2. Headteacher (and/or Person Responsible for Data Protection within the School)
The Headteacher and/or the person who is responsible for data protection within the
school is responsible for:

e ensuring the implementation of this policy and promoting understanding and
compliance with this policy and all policies relating to data protection and security;

e monitoring the implementation of the policy and security arrangements;

e ensuring personal information within the school is kept and processed in line with
UK GDPR and the Data Protection Act 2018;

e ensuring there is a process in place to protect all personal and special category
information within the school;

e managing and monitoring information risks and assets within the school;

e ensuring there is a robust process in place to detect and identify data breaches; to
investigate and assess breaches including risks and to share any data breach
incidents with the Schools Data Protection Officer;

e ensuring that all staff comply with the Schools Retention Schedule and that the
school carries out regular housekeeping activities;

e determining the level of access to be granted to specific individuals;

e ensuring that classification levels are used appropriately;

¢ undertaking regular information security audits and sharing findings with the school
governing body and with school staff;

e ensuring staff have appropriate training for the systems they are using.

5.3. All Staff within the School
All staff employed or volunteering within the school, including teachers, classroom
assistants and business support staff are responsible for:

e ensuring understanding and compliance with this policy and all policies relating to
data protection and security;
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e ensuring personal information is kept and processed in line with the UK GDPR and
the Data Protection Act 2018;

e handling information appropriately and in accordance with the classification levels;

e immediately reporting all actual, suspected, threatened or potential data breaches
to the Headteacher and/or the person who is responsible for data protection within
the school;

e reporting any lost or stolen devices to the Headteacher immediately;

e understanding what information they are using, how it should be protectively
handled, stored and transferred;

¢ understanding what procedures, standards and protocols exist for sharing
information with others;

o fully complying with the Schools Retention Schedule;

e undertaking all training offered on systems and devices.

5.4. Schools Data Protection Officer
The Schools Data Protection Officer is responsible for:

e providing advice and guidance to the school regarding information protection and
security;

e monitoring the implementation and compliance of the policy and monitoring security
arrangements within the school,

e supporting the school with addressing any issues or concerns arising from information
security audits;

e supporting the school to ensure that appropriate agreements and contracts are in place
with data processors to ensure appropriate information security procedures are in
place;

e providing advice and support and leading on the reporting of data breaches.

6. Classification of Personal Information

The school will use appropriate information classifications controls for personal and
sensitive information based upon the data classification terms (OFFICIAL or OFFICAL-
SENSITIVE).

The information classification category is determined on the harm that could result from
loss or unauthorised disclosure of the information. Information classification category
determines how information must be protected/handled.

Document authors and senders are responsible for assigning a classification category to
the documents they create and share and protectively marking the document.

Classification | Impact if the information is lost or | Examples of Information

Category disclosed to unauthorised people

OFFICIAL Almost all the information the school | Routine reports, published
comes into contact with during the annual reports, out-turn
course of the working day will be data for key performance
OFFICIAL information. However, indicators, information that
OFFICIAL information also includes is freely available e.g.
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personal data that is already in the information on the school
public domain that if disclosed without | website; employees’
consent or loss, would not cause names and job titles and
harm or distress to any individual. information that is not
commercially sensitive.
OFFICIAL- e Cause harm or distress to Pupil or staff information
SENSITIVE individuals; for which the school has a
e Breach statutory restrictions on duty of care e.g. names,
the disclosure of information:; addresses, pupil record.

¢ Would lead to a breach of
confidence to third parties (where
information is not in the public
domain);

e Cause substantial harm or
distress to individuals or groups;

e Prejudice the investigation or
facilitate the commission of crime.

When it is decided which classification category applies to information, this needs to be
communicated by displaying the classification category on the document or file. This
needs to be placed in a prominent place, for example:

e documents- the heading of each page;

¢ files and folders- on the spine or front of the folder;

e e-mails- in the subject heading;

e databases- where possible, protectively mark information produced or created from
databases or using reporting software.

7. Record Status

The school will use the following status to mark records according to importance:

Vital Records essential to the continuing operation of the school and
those records which protect the rights and interests of the school,
employees, pupils and the public e.g. contracts.

Important Records necessary for the continuing operation of the school and
which may contain information to support vital records or may be
of a historical value e.g. policy.

Useful Records which may be vital or important to members of staff but
are of little value to the school. May be of historical value e.g.
correspondence.

Non-essential | Transitory correspondence, purely informational with a very short
time value. Includes internal announcements, notice of employee
activities, routine business activities and invitations to work-
related events.

8. Access Security

All data stored on the school’s IT systems and paper records shall be available only to
individual members of staff with a legitimate need for access. All users of school
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information systems must have the authority to access personal information and only for
the authorised purposes.

Authorised individuals will only allow other school staff to access personal information if
they also have the appropriate authorisation. The school will ensure that all personal
information shall be protected against unauthorised access.

Access to systems and data must have appropriate levels of information security. School
user accounts will only allow access to areas appropriate to the account holder’s job and
responsibilities.

All members of staff are responsible for the security of the equipment allocated to or used
by them and must not allow it to be used by anyone other than in accordance with this
policy. To reduce the risk of unauthorised use or theft, equipment should not be left
unattended if at all possible. If it is absolutely necessary to leave equipment unattended, it
should be powered down or locked to prevent access.

Computers, screens, mobile devices and other electronic devices with displays and user
input devices (e.g. mouse, keyboard, touchscreen etc.) shall be protected by being set to
lock or sleep that will activate after a period of inactivity. A password or passcode will be
required to unlock or wake. Staff may not change this time period or disable the lock. Staff
will also physically lock computers, screens and electronic devices if leaving their desks or
workspaces for a period of time.

When laying out a workspace, staff should always consider whether information that is
being viewed or created could be observed by unauthorised persons, e.g. through a
window. It should be ensured that computer screens cannot be viewed by any
unauthorised personnel (e.g. a computer screen within a reception area).

All external doors to the school building will be locked at ALL times, as regulated access to
buildings is the first line of security. Where a workspace has a lockable door, this must be
locked when not in use, or unattended for a length of time, unless this is an emergency
exit.

Papers, removable media or IT equipment should not be stored near ground floor
windows. Where this is unavoidable, windows should be locked when the workspace is
unoccupied and blinds closed. School staff need to maintain a clear desk whenever
possible.

Appropriate secure spaces should be available within the school to hold private
conversations between staff, pupils, parents/those with parental responsibility and visitors
e.g. reception areas that are suitable to share personal information with only those who
need to be involved in the conversation without the risk of others overhearing.

Other people’s personal information should not be discussed and shared in public areas
where conversations can be overheard by individuals who should not receive the personal
information.

All visitors to the school must sign in and wear a visitor identification badge whilst on the
school premises. This includes parents, helpers, contractors, local authority staff and any
33



Gwasanaeth Swyddog Diogelu Data Ysgolion Mon

CYNGOR SIR
&'i YNYS MON
= [SLE OF ANGLESEY
NS> COUNTY COUNCIL

-_—

Anglesey Schools Data Protection Officer Service

other person that is not school staff. Visitors should be challenged by school staff if they
are not identifiable or are left unaccompanied in areas where personal information can be
seen or accessed. Visitors should not have unsupervised access to personal information
at any time.

9. Passwords and Login Details

All electronic devices and IT systems that contain personal information need to be
password protected with access only provided to authorised persons. Authorised users will
have a unique user ID (login details) and password or passcode. Different passwords
should be used for separate systems and devices.

Passwords and login details should not be written down and should not be shared
with anyone else.

It is a requirement that workstation, network and service level systems enforce a password
policy of changing every 365 days and meeting a complexity of:

e at least eight characters in length;
e a mix of upper-and lower-case characters;
e a mix of numbers and letters

The above is considered a minimum and it would be best practice to use a longer,
passphrase made up of several unrelated words, for example:- Dogs-Litigation-Picnic-
230721!

Where it is not possible to enforce password complexity within a system, it is the
responsibility of the system administrator to instruct staff that passwords must be manually
set to meet these requirements. This requirement applies to all systems, regardless of the
fact that the workstation is already protected by a password. It is responsibility of the
system administrator to ensure all users of the system have their own username and
sharing of credentials is not permitted. This applies to all systems either currently deployed
or newly procured.

Information Asset Administrators are responsible for checking system records for
anomalous / fraudulent activity. How regularly this should be carried out should be
determined by the Information Asset Owner’s own risk assessments. Further guidance on
the responsibilities of Information Asset Administrators and Information Asset Owners can
be found on the Information Governance pages of MonlTor or by contacting the Schools
Data Protection Officer.

The IT Infrastructure team will disable end user devices which have not been used for a
period of 8 weeks.

To allow for auditing of activities, all staff will login with their own login account and not

Administrator or root accounts. Separate accounts will be used by IT staff for day to day
business activities and those activities which require administrative privileges.

34



Gwasanaeth Swyddog Diogelu Data Ysgolion Mon

CYNGOR SIR
R .
s [SLE LESE
NS> COUNTY COUNCIL

-_—

Anglesey Schools Data Protection Officer Service

To prevent unauthorised persons from gaining access to workstations, the school will
disable the ability to boot computers from unauthorised media such as USB drives.

Where shared access is required to the same workstation, access will always be made via
individual user’s own logins and not via the unauthorised sharing of passwords.

10. Portable and Removable Devices
The following are examples of, but are not restricted to, portable and removable devices

e laptops, tablet devices, iPods, iPads, mobile phones, MP3 Players, digital cameras
etc.;

e DVDs, CDs, USB memory sticks (pen drives or flash drives), external hard drives
etc.;

e memory cards, backup cassettes and other devices that have the capacity to hold
electronic information.

Portable and removable devices present a high risk of theft, accidental loss, unauthorised
access and damage.

Removable media presents a significant risk to the school’s data protection compliance
and cyber security due to the possibility of data loss or the introduction of malicious code.
It is for this reason that the use of removable media is prohibited except for in exceptional
circumstances.

Where there is an exceptional business case this must be documented by a Data
Protection Impact Assessment (DPIA) which details all relevant risks, the mitigations to be
put in place and relevant Data Asset Owner’s acceptance of the risks. The DPIA should
also document why alternative work methods will not be sufficient to meet the need.

Requests for access to removable media must be made via a ticket on the IT Portal the IT
Service Desk and will include a relevant DPIA before access will be granted.

Should the business case for access to, and use of, removable media devices be
approved, the following sections apply and must be adhered to at all times:

e all removable media devices and any associated equipment and software must only
be purchased by the IT Division and installed by the IT Division;

e non-school/authority owned removable media devices must never be used to store
any information used to conduct school business, and must not be used with any
school owned IT equipment. These devices will be blocked on school/authority
PC’s and laptops;

e no removable media from outside the authority is to be used;

e removable media devices must not to be used for archiving or storing records as an
alternative to other storage equipment.
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Where unavoidable, data stored on removable media devices must be encrypted.
Removable media purchased by the IT Division will enforce encryption to the AES 256bit
standard as a minimum.

It is the responsibility of end users to remember the password for their Council issued
removable memory device — should this be forgotten the IT Division will be unable to assist
with recovering the data held.

Damaged or faulty removable media devices must not be used. It is the duty of all users to
contact the IT Service Desk should removable media sustain damage.

Removable media which is no longer required, or has become damaged, must be
disposed of securely to avoid data leakage. Removable media should not be simply
discarded in general office waste bins - users with removable media which is no longer
required should contact the IT Service Desk via the IT Portal and make an appointment to
hand them over. The IT Division will then ensure their secure disposal.

Any previous contents of any reusable media that are to be reused, either within the
Council or for personal use, must be erased by IT. This must be a thorough removal of all
data from the media to avoid potential data leakage using specialist software and tools and
as such, all removable media devices that are no longer required, or have become
damaged, must be returned to the IT Division for secure disposal.

Special care must be taken to physically protect the removable media device and stored
data from loss, theft or damage. Anyone using removable media devices to transfer data
must consider the most appropriate way to transport the device and be able to
demonstrate that they took reasonable care to avoid damage or loss.

11. Use of Personal Devices
Staff members will not use personal devices or drives (such as USB memory sticks and
mobile phones) or non-school owned portable or removable devices to store or share

personal information relating to school and work business.

School data containing personal information should never be copied to a personally owned
device.

12. Protection from Malicious Software and Unwanted Programs

The school uses software countermeasures and management procedures to protect itself
against the threat of malicious software and unwanted programs. This includes viruses,
spyware and trojan horses. The possibility of malware infection is a real and serious threat.
Antivirus software is installed on computers and laptops to mitigate against the risk of

malware. However, it is important to always exercise caution, particularly when receiving
e-mail attachments, opening links or visiting unfamiliar websites.
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The instillation of illegal copies of software on any computer device is forbidden. Likewise,
the installation of legal copies of a school purchased software on school staff's own
equipment at home is not permitted.

In the event of a malware infection being detected or suspected, the following procedure
must be followed:

e notify Cynnal and the Isle of Anglesey County Council IT Service Helpdesk
immediately. Cynnal will attempt to establish the source of the virus and the
authority’s IT Service Desk will inform partner organisations and internal users;

e any affected devices will be physically disconnected from any network to which they
are connected to;

e all removable devices connected to the affected device will be suitably checked for
the presence of infection.

13.Storage Security

Personal information must be stored in a secure location with access only available to
authorised persons who need access to that particular personal information. All personal
information must be protected and kept secure in order to prevent loss, misuse or damage.

13.1. Paper Records

Personal information should be kept locked away whenever possible.

Any drawers, cupboards, cabinets, storage rooms or storage containers should be robust
and locked when not in use.

Documents containing personal information should not be left on office and classroom
desks, on staffroom tables or pinned to noticeboards where there is general access.

Documents should be kept in a safe and accessible location that is protected from
flooding, dampness and other elements. Some documents may need to be kept in airtight
containers to protect them from environmental damage.

In some circumstances, school records can be deposited with the Anglesey Archives for
safekeeping. Please refer to the Transferring School Records to the Anglesey Archives
Policy.

13.2. Electronic Records

If personal information is kept electronically, appropriate technical security measures need
to be in place on all devices such as pseudonymisation, encryption or password
protection.

Data will be regularly backed up in line with backup procedures.

14. Sharing Information Securely
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There are various methods of sharing information securely. When sharing personal
information, an appropriate and secure method should always be used.

If someone is requesting personal information, reasonable steps will be taken to verify the
identity and address of the person making the request and whether they have the authority
to request information.

The school is entitled to request relevant documentation to evidence that a person has the
authority to request information and can ask for evidence of parental responsibility for a
child if a parent is making a subject access request on behalf of a child.

The Schools Data Subject Access Request Policy should be followed in relation to
requests from individuals for their personal information.

The school will follow the Procedure for Sharing Information with Police Authorities in the
United Kingdom (Gwynedd & Anglesey) when dealing with requests from the Police.

14.1. By E-mail
School staff will only use an official, authorised, e-mail account to communicate in respect

of school business. School staff will not use their personal e-mail account to communicate
with pupils and to share personal data.

When sending an e-mail that contains personal information, the sender must check that
the recipient e-mail address is correct and that no-one else that should not receive the e-
mail is copied in as a recipient. It is possible to hover over the e-mail address to check
further details regarding the recipient if it is an internal address and it may be appropriate
to add photographs to internal e-mail accounts as an additional way of verifying the
recipient.

If sending any e-mail to multiple recipients outside of the school, the blind copy facility
(bce) should be used so recipients can’t view the e-mail addresses of other recipients.

Consideration needs to be given before responding to a group e-mail or copying others in
the e-mail, if all the recipients need to receive the information and if they have a legitimate
reason for receiving it.

E-mails containing personal and special category data must be identified using data
classification terms (OFFICIAL or OFFICAL-SENSITIVE) within the subject field of the e-
mail. Personal information should not be included in the subject field.

It may be appropriate to ask the recipient to confirm that they have received the e-mail if it
contains personal information.

14.1.1. HWB E-mail Account- encryption

By default, HWB’s email system is configured to encrypt its conversation with other email
systems while sending and receiving messages. Users should be aware that this does not
guarantee confidentiality of the message in certain circumstances, for example:
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¢ the recipient’'s email system does not support encryption;

¢ the incorrect recipient email has been entered;

e the recipient forwards the email to an unauthorised person;
e the message is printed by the recipient

It is for these reasons that data sent externally which is classified as OFFICIAL-
SENSITIVE should be encrypted. Please see guide- ‘Encrypting email sent from HWB
addresses’ on the IT Portal for guidance on this-
https://desggymorth.ynysmon.gov.uk/support/solutions/articles/50000102041-encrypting-
email-sent-from-hwb-addresses-

If not using encrypted e-mail, documents that contain personal information should be
password protected with the password separately and securely shared with the intended
recipient. Otherwise, personal information within the e-mail will need to be de-personalised
(e.g. using initials or unique school identification numbers).

14.1.2. E-mail safety measures

All email received by the school will be passed through a security gateway before reaching
user’s mailboxes; if the email is flagged as a potential threat it will be quarantined or
rejected by the system.

The following email safety settings are configured in the HWB tenancy:

e Safe Attachments: provides zero-day protection to safeguard your messaging
system, by checking email attachments for malicious content. It routes all messages
and attachments that do not have a virus/malware signature to a special
environment, and then uses machine learning and analysis techniques to detect
malicious intent. If no suspicious activity is found, the message is forwarded to the
mailbox.

e Safe Links: provides time-of-click verification of URLs, for example, in emails
messages and Office files. Protection is ongoing and applies across your
messaging and Office environment. Links are scanned for each click: safe links
remain accessible and malicious links are dynamically blocked.

e Safe Attachments for SharePoint, OneDrive, and Microsoft Teams: protects the
school when users collaborate and share files, by identifying and blocking malicious
files in team sites and document libraries;

¢ Anti-phishing: detects attempts to impersonate your users and internal or custom
domains. It applies machine learning models and advanced impersonation-
detection algorithms to avert phishing attacks. To learn more, see Configure anti-
phishing policies in Microsoft Defender for Office 365;

e Anti-spam: protects the school's email from spam;

¢ Anti-malware: protect the school’s email from malware.

14.2. By Post
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If personal information is being sent by post, the information should be sealed within a
robust envelope and the envelope should be marked using data classification terms
(OFFICIAL or OFFICAL-SENSITIVE).

If the information contains special category data or is considered to be of a sensitive
nature, the information should be sent by tracked mail or by a courier where appropriate. It
may be appropriate to ask the recipient to confirm receipt. A record should be made of the
date the information was sent and the method used.

Reliable transport couriers should be used at all times and packaging must be adequate to
protect the contents from damage during transit.

14.3. By Telephone

If the school has received a request to share personal information via telephone, school
staff must first confirm that the requestor is who they say they are and has a legitimate
reason for access to the information. Confirmation is needed for both professionals and
family members requesting information.

It may be appropriate to ask that a formal request is made in writing.

Once identity is confirmed, the school should only provide personal information to the
person who has requested it. If they are unavailable, a message should be left for them to
call back. A detailed (disclosure) message shall not be left with someone else or on a
voicemail.

Care will always be taken when sharing personal information over the telephone of who
might overhear the call. A record will be kept of any personal information that has been
disclosed during a telephone call- this should include details around the date and time of
disclosure, the reason for it and, if appropriate, who authorised the disclosure.

14.4. In Person

The most secure way of sharing personal information may be by delivering it in person.
School staff can personally deliver personal information if this has been agreed by the
Headteacher or other member of the senior management team.

A record should me made of any personal information that has been delivered in person;
details of who has delivered it; the date and the reasons why.

Paper based personal information must be transported in a lockable box, sealed file or
envelope marked with the appropriate data classification term (OFFICIAL or OFFICAL-
SENSITIVE).

15. Transporting Information Securely

When there is a need to transport information held within documents, laptops, and mobile
devices etc. which contain personal information, it is important to ensure precautions are
taken to reduce the possibility of these being lost or stolen.
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Personal information should only be transported when it is necessary. Personal
information and mobile devices should not be transported where there is no absolute need
to do so and only relevant documents should be transported where possible.

Information that may not be considered to be confidential can be dangerous in the wrong
hands.

Personal information needs to be kept safe and secure, ensuring that information cannot
be accessed by unauthorised persons. School staff should therefore take all reasonable
steps to ensure security is maintained when transporting information between work and
home or between work locations.

Documents and mobile devices should be transported in vehicles that are kept locked and
secure particularly when unoccupied. Vehicles need to be secure and doors, windows,
boot and sunroof should all be locked if personal information is within the vehicle.

Personal information or mobile devices should be transported within secure bags, boxes,
folders etc. to reduce the risk of loss or damage and should be kept hidden away in a
locked boot wherever possible or otherwise kept out of sight to discourage opportunist
grab crimes.

Vehicles should be parked in busy, well-lit areas or where there is CCTV coverage to
discourage thieves.

16.Secure Disposal of Personal Information

Personal information (and special category information) that is no longer required
according to the Schools Retention Schedule will be deleted permanently from the
school’s information systems and any hard copies of personal information will be
destroyed in a secure manner as soon as possible.

The school will follow the Schools Retention Schedule which sets out the relevant
retention period for different types of personal information and documentation. The school
needs to ensure that personal information is not kept for longer than necessary but also
that personal information is not disposed of before the end of the retention period.

Personal information can be destroyed securely by using a cross-cutting shredder or via
secure waste disposal arrangements. The school may use an appropriate third party to
safely dispose of records on the school’s behalf. If this is the case, the school will require
the third party to provide sufficient guarantees that it complies with data protection law
(e.g. Certificate of Destruction).

Personal data will not be left in an insecure location whilst in the process of being
destroyed safely. Personal information shall not be disregarded via general waste,
recycling or via a skip. A secure method must be used in all instances where there is
personal data.

17.Secure Disposal of Redundant ICT Equipment
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All redundant ICT equipment will be disposed of securely through the disposal scheme via
Cynnal/the Council ICT Service. This should include a written receipt for the item including
an acceptance of responsibility for the destruction of any personal data if appropriate.

The school will maintain a comprehensive inventory of all its ICT equipment including a
record of disposal. The school’s disposal record will include:

e date of disposal;

e authorisation for disposal, including whether any personal data is likely to be held
on the storage media. If personal data is likely to be held, the storage media will
either need to be over written multiple times to ensure the data is irretrievably
destroyed or physically damaged by Cynnal/the ICT Service;

e how it was disposed of e.g. waste, including details of data cleansing;

e name of person and/or organisation who received the disposed item;

e copy of receipt of acceptance of responsibility for destruction of personal data
where appropriate.

18.Legacy Systems

As well as being accepted good practice, PSN require that the school only uses software
and hardware which is still maintained by the vendor so that if any security vulnerabilities
are discovered in the technology, they may be “patched”. Systems which are no longer
maintained by their vendor are described as “Legacy Systems.”

Using legacy software is considered by the Cabinet Office to be a security risk not only to
the school and the Council, but to other organisations connected to the PSN and as such
would result in failure of the annual PSN assessment.

It is for this reason that all legacy systems will be removed from the network once the
vendor has withdrawn support. Where the data held in the legacy system must be
retained, then it should be exported to a supported format, for example a newer version of
the software.

19.Home Working

All data protection principles and policies apply when school staff work from home. The
risk of data breaches occurring increases when personal information has been taken out of
the school.

Staff should not take confidential or other information home without prior permission of the
Headteacher, and only do so where satisfied appropriate technical and practical measures
are in place within the home to maintain the continued security and confidentiality of that
information. Any paper documents containing personal information should not be taken
home unless it is essential to do so.

When a member of school staff has been given permission to take confidential or other
information home, they must ensure that:
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e arecord is kept of any documents that contain personal information that have been
taken home from school;

¢ the information is kept in a secure and locked environment (e.g. lockable cabinet)
where it cannot be accessed by family members or visitors;

e computer screens are locked when not in use or left unattended and that all devices
are password protected,;

¢ the information cannot be inadvertently overlooked by family members or visitors;

e the information is not left unattended for any length of time, especially in a vehicle
overnight;

¢ all sensitive material that requires disposal is shredded in the school, or, in the case
of electronic material, securely destroyed, as soon as any need for its retention has
passed. Personal information should not be disposed or destroyed at home.

Personal information should only be accessed via authorised electronic means that
contain the required security measures. Staff should only use authorised electronic
equipment from the school to access personal information. Personal information should
not be saved on any personal devices and personal e-mail accounts should not be used to
send or receive personal information.

Care should be taken when using free public wireless access as there is potential for
passwords and data to be viewed by unauthorised persons.

Care should be taken that any telephone calls relating to school business or on-line
learning sessions cannot be overheard by members of the family or visitors.

20.Data Processors

Where the school uses external organisations to process personal information on its behalf
or uses “Cloud” storage suppliers (e.g. HWB- One Drive or Google Drive) or process
personal information via external applications (apps), additional security arrangements
need to be implemented in contracts and agreements with those organisations to
safeguard the security of personal information. School staff should not use their own
personal cloud storage arrangements for school related business.

The Schools Data Protection Officer will provide guidance to ensure that appropriate
agreements and contracts (such as Data Processing Agreements) are in place with data
processors to ensure appropriate information security procedures are in place. Such
agreements and contracts will ensure commitment from data processors that they will
meet the required security standards of the school.

Contracts and agreements with external organisations must provide that:

e the organisation may act only on the written instructions of the school,;

e those processing the data are subject to a duty of confidence;

e appropriate measures are taken to ensure the security of processing;

e sub-contractors are only engaged with the prior consent of the school and under a
written contract;
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e the organisation will assist the school in providing subject access and allowing
individuals to exercise their rights in relation to data protection;

¢ the organisation will assist the school in meeting its obligations in relation to the
security of processing; the notification of data breaches and Data Protection Impact
Assessments (DPIAs);

o the organisation will delete or return all personal information to the school as
requested at the end of the contract; and

¢ the organisation will submit to audits and inspections; provide the school with
whatever information it needs to ensure that they are both meeting their data
protection obligations, and tell the school immediately if it is asked to do something
infringing data protection law.

Please refer to the Schools Data Processing Policy for more information and guidance.

21.Systems Implementation

The following security standards will be considered a minimum requirement when
procuring new IT Systems:

e the system should require a complex password which is a minimum of 8 characters
in length;

e the solution must be capable of forcing users to change their password after a given
number of days, as determined by the system administrator;

e the solution must ensure that each user of the system have their own username;

e the system must prohibit re-use of passwords;

¢ the solution must disable user accounts after a predefined number of failed
attempts set by the system administrator.

For new systems which are hosted external to the Council (in the “Cloud”) the supplier will
be required to complete a Data Processing Agreement which commits them to meeting the
required security standards of the Council, including (but not limited to):

e holding the data within the UK;
e enforcing password complexity;
e carrying out regular testing of security using third parties.

A full set of requirements is outlined in the IT Technical Specification included within the IT
Procurement Policy. More information regarding Data Processing Agreements can be
found under point 20 of this policy and by referring to the Schools Data Processing Policy.

22.Third Party Remote Access

It is common practice for third party IT suppliers to be provided with remote access to an
organisation’s IT systems in order to provided technical support. In order to protect the
security of data and ensure that suppliers meet the security standards required by the
school and the Council, the following controls will apply:
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e third parties will only be granted access upon completion of a Remote Access
Agreement form which records their agreement to abide by Council IT policies as
well as their commitment to a Data Processing Agreement;

e access will only be provided via the Council’s secure web portal which offers an
encrypted tunnel for communication and maintains an audit log of activity carried
out by the supplier for later review if required;

e access from external sources is only permitted via peer to peer remote access
systems such as TeamViewer, GotoMeeting where no other method is possible.
Users are not permitted to set up unattended remote access. Access via this
method must be entered in the school’s remote access log for audit purposes;

e access will only be granted upon request to the IT Service Desk and will be revoked
at the end of the working day. Where remote access is required with any urgency
the request should be made via telephone, not email;

e no external third party (external contractors, partners, agents, the public or non-
employee parties) may extract information from the School’s IT equipment without
explicit agreement from the Headteacher.

23.Data Breaches

A data breach is a breach of security leading to the accidental or unlawful destruction,
loss, alteration, unauthorised disclosure of, or access to, personal data transmitted, stored
or otherwise processed. This means that personal information has been compromised,
damaged, lost or stolen.

A data breach can take many different forms, examples include, but are not limited to:

e accidental loss or theft of data or equipment on which personal information is stored
e.g. information or IT equipment (laptops, tablets, mobile phones, devices
containing personal data such as memory sticks);

¢ human error such as data shared with an unintended recipient via e-mailing
information to an incorrect e-mail address; personal information being left in an
insecure location; uploading personal information to a website or social media
account;

e unauthorised access to or use of personal information either by a member of staff or
third party including inappropriate access controls, resulting in compromised user
accounts leading to unauthorised access to data;

e failure of equipment or IT systems (including hardware and software) resulting in
loss of data or non-availability of data held on it;

e damage, destruction or loss of personal data; accidental or unlawful alteration or
deletion of personal data (e.g. due to equipment failure or human error);

¢ loss of data or equipment through unforeseen natural events such as fire or flood;

e deliberate attacks on IT systems and cyber incidents such as hacking, viruses,
phishing scams or malware infection;

e where information is obtained by deceiving a member of staff;

e breach of physical building access/security;

e unusual or uncontrolled system changes;

e inappropriate storage and/or disposal of IT equipment.

45



CYNGOR SIR
. YNYS MON
PP ISLE OF ANGLESEY
‘,‘# COUNTY COUNCIL

Gwasanaeth Swyddog Diogelu Data Ysgolion Mon

Anglesey Schools Data Protection Officer Service

The school will contact the Schools Data Protection Officer to report all data breach
incidents/‘near misses’ as soon as possible. The school will investigate any such
breaches and will complete the required report of a data breach without undue delay. A
data breach report template for schools and accompanying guidance is available on the
Data Protection page on the Learning Service Microsite.

The school will need to take any necessary measures to address and mitigate the data
breach and will take any remedial steps if necessary. The school will need to ensure that
the information is gathered/returned and is destroyed straight away as a first step when
the school becomes aware of the incident. The school will also review if it needs to
undertake any required changes to current processes and/or practices to reduce the risk of
the likelihood of a similar incident taking place again.

If the data breach is likely to result in a risk to the rights and freedoms of individuals, the
school is required to report the data breach to the ICO, within 72 hours of becoming
aware of the data breach. It is the School’s Data Protection Officer who makes the
decision whether or not the breach needs to be reported to the ICO.

The school will also need to notify the affected individuals without undue delay if a data
breach is likely to result in a high risk to their rights and freedoms.

The school must keep a central record of all data breaches that will register all compliance
failures. The Headteacher will ensure that a central record of all data breaches is kept via
a Data Breach Log.

All staff need to be open about any incidents so that the school ensures that it acts
responsibly, supports members of staff and deals with the breach as quickly and efficiently
as possible. Not reporting an incident that should have been reported to the ICO, may
have consequences for the school and for the individual member of staff.

The school will comply with the Schools Data Breach Policy.
24 Assessing Information Risk, Disaster Recovery and Business Continuity

The school is dedicated to the security of all information and ensures that all risks are
identified. The school will ensure that the level of security and controls that are
‘appropriate’ to the risks presented by processing are implemented. Appropriate controls
that are implemented are also documented (within a Risk Register where appropriate). A
Schools Data Protection Risk Matrix and a Schools Data Protection Risk Register template
are available on the Data Protection page on the Learning Service Microsite.

The school will regularly review the personal data that is held and the way it is used in
order to assess how valuable, sensitive or confidential it is. The school will also assess the
damage or distress that may be caused if the data was compromised.

Identified risks will feed in to Data Protection Impact Assessments (DPIAs) where
necessary.

The school has a Disaster Recovery and Continuity Plan. This is in place to ensure that in
the event of a physical or technical incident or failure of equipment or IT systems (including
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hardware and software), availability and access to personal information can be restored in
a timely manner to avoid the loss of data or non-availability of data.

Where possible, a general description of the school’s technical and organisational security
measures are included in the school’s Records of Processing Activities (ROPA).

25.Checks and Audits

The Headteacher will conduct a data protection information security audit once every half-
term. The findings of the audit will be shared periodically with the school governing body. It
may be useful to also share findings with all school staff so that any lessons learned can
be discussed and shared.

Any issues or concerns arising from the audit will need to be addressed by the school as
soon as possible. The Schools Data Protection Officer can provide support with this.

A Schools Data Protection Information Security Audit template is available on the Data
Protection page on the Learning Service Microsite.

26.Breach of the Policy

Non-compliance with this policy by members of school staff could lead to serious
consequences including a breach of the law and a risk of significant civil and criminal
sanctions for the individual and the school authorities.

This can lead to putting both the individuals whose personal information is being
processed and the school at risk.

Non-compliance by a member of staff may therefore be considered a disciplinary matter. If
a non-employee breaches this policy, they may have their contract terminated with
immediate effect.

27.Review of Policy and Oversight Arrangements

This policy will be reviewed by the Schools Data Protection Officer every two years, unless
changes to legislation, codes of practice, or guidance requires the policy to be updated
sooner.

The policy will be approved by the Learning Service Senior Management Team and will be
adopted by the school governing body. Compliance with this policy and related procedures

will be monitored by the School Leadership Team and the governing body.

If there are any queries or concerns about anything contained in this policy, the Schools
Data Protection Officer should be contacted without hesitation:

E-mail: dpoysgolionmon@ynysmon.qov.uk

Telephone: 01248 751833
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Address:

Learning Service

Isle of Anglesey County Council
Council Offices

Llangefni

Anglesey

LL77 7TW

Further information regarding data protection can be obtained from the ICO website:
https://ico.org.uk/
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