Isle of Anglesey County Council

GUIDANCE ON RECEIPT OF BOMB THREAT
AND OTHER SUSPECT DEVICES.

Version 3.0 August 2020

About this policy

This Guidance may be applicable to all County Council Business Units, Schools and
other facilities and could be used to supplement other advice.

This document provides information and guidance to managers and staff on
arrangements for preventing or reducing injury from bomb explosion.

This document is available on the Intranet site and where hard copies exist, in the
appropriate section of the Health and Safety Manual which are held by line
managers/supervisors.

The Policy is supported by resources on the Council’s website.



Revision history

Version | Date Summary of changes
1.0 02/09/2016

04/09/2017 No change
2.0 September 2018 | 4.1

Inclusion of assessing need for Security for
unoccupied building

4.10

Heads of Service to identify staff likely to
receive telephone calls from public. Heads of
Service to ensure those staff are made aware of
this procedure and actions to take on receipt of
bomb threat telephone call

05/08/19 No change

3.0 August 2020 The method of receiving packages may have
altered due to Covid19 but the principles of this
guidance remain the same.

Date of next review

This policy will be reviewed in: August 2021

The review will be undertaken by: Health and Safety

Contact Details: 01248 752820

Health&Safety@ynysmon.gov.uk

We are happy to provide this policy in alternative formats on request. Please
use the above contact details.

Mae’r ddogfen yma ar gael yny This document is available in Welsh.
Gymraeg.
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1.0 Background Legal Requirements.



The Health and Safety at Work Act, 1974
The Management of Health and Safety at Work Regulations, 2002 as amended

2.0 County Council H&S Standards

These require Services to establish and maintain written emergency arrangements
for Fire evacuation, bomb threat, etc at individual workplaces which details the
specific action to be taken for each emergency and that:

e Health and safety advisors are consulted where necessary.
e Ayearly, or more frequent, review is carried out to check effectiveness

and current applicability of the arrangements in consultation with the H&S
advisors.

3.0 Hazards & Mitigation Control Strategy.

Explosions can cause extensive damage to property, cause fires, maim and
Kill.

Each Service should review their risk to suspect packages and bomb threats.

e Where are the public access areas, including toilets?.

e Where there are public refuse bins - are they transparent and regularly
emptied?.

e Do signs, plant boxes or surrounding shrubs and hedges ‘hide’ areas from
routine and rapid surveillance, could anything be left there?

e Where are deliveries left, how are they accounted for?.

e Use access control to, for example: unoccupied rooms and tamper seals on
service hatches.

e Keep areas as clean and as tidy as possible so you can see if there is
anything suspicious left there.

4.0 Response Arrangements

In order to respond positively and effectively to a bomb threat it is critical for
directorates to have laid down guidance that can be acted upon immediately by all
colleagues. These bomb threat procedures are offered as guidance to the Service’s
arrangements and are outlined below.

Please note these are dynamic guidance documents on which opinion is welcome

and may be reviewed depending on changing threats and additional advice by
National Counter Terrorism Security Office.

4.1 APPOINTMENT OF BOMB THREAT CO-ORDINATOR



The Chief Executive Officer remains responsible to implement any recommendations
from an appointed co-ordinator or H&S advisor within the workplaces, who will
undertake activity and action relating to bomb threats and advise him/her personally
of the threat.

A deputy co-ordinator will also be appointed.

The coordinator or deputy must be available within the directorate at all times. If the
Chief Executive Officer is absent then Assistance Chief Executive Officers should be
availaible to make decisions based on the advice of the coordinator.

The main responsibilities of the Co-ordinator (deputy in his/her absence) are
as follows: -

* Making a preliminary assessment of the threat and advising the Chief Executive
Officer to consider:

» Contacting the police / fire if necessary.

* Making the decision to evacuate.

* Initiating a search of the building.

» Making the decision to re-occupy.

* Providing staff with relevant information.

* Reviewing and updating procedures.

* Arranging Security for the building whilst unoccupied

4.2 INFORMATION TO ALL STAFF

The attached Appendix 1 provides advice and guidance to staff and managers on
the
suggested procedure to be followed: -

* On receipt of a bomb threat warning most probably via the telephone.
* In relation to postal/suspect packages.

4.3 ASSESSING THE THREAT

Assessing the threat is probably the most difficult aspect of this activity. Any
response must consider the information available, status of the building and
occupants and advice from the police. The Appendix 1 checklist could assist after a
bomb threat has been received. The completed checklist should assist the Co-
ordinator/Deputy Co-ordinator in making an assessment of the risk to people and
property. The Chief Executive Officer (Assistant Chief Executive Officers) should
analyze all the information available and make an informed judgment regarding
whether to: -

* recommend evacuating the building;
» contacting the police for advice or assistance;
« initiating a search of the building; and/or



» dismiss the call as a hoax.

The 5 Ws and 5 Cs of security planning are helpful reminders when responding to an
incident. They are outlined below.

The 5W’s The 5C’s
1. What s it?. Confirm — description /
location
2. Whereis it? Clear Area — keep away
3. Where was it found, placed or Cordon - area.
reported?.
4. Why is it suspicious / there? Control — access: allow no one
near, liaise with other services.
5. Who found it: who is the Check for secondary hazard /
possible target?. device.

CONTACTING THE EMERGENCY SERVICES: 101 or 999 or 112.
SUGGESTED STANDARD MESSAGE TO THE POLICE AND FIRE BRIGADE

On receiving the instruction from the relevant Officer the coordinator will ensure a
contact with the police and fire and rescue service:

“This is (name and designation) | am ringing to inform you that a bomb threat has
been received at (site and location) and we are activating our bomb threat procedure
in order to evacuate the building(s) at ****

The information that we have received indicates that the bomb is set to explode at
*kkk am/pm

The Police / Fire have been informed and an Incident Control Point has been set up
at **

My return telephone contact number is — mobile number if possible?...”
This message is timed at ** **
Always remember to maintain a log of the calls and actions!.

4.4 EVACUATION OF THE BUILDING

The Chief Executive Officer (Assistant Chief Executive Officers) is responsible for
deciding whether the building is to be

evacuated after considering the advice of the coordinator.

Clearly, this is a matter of judgment, having regard to all information available.



Where the risk to people and property is felt to be significant the premises should be
evacuated and the police / fire advised. Ideally, the instruction to evacuate should be
by word of mouth; only if this is not practicable (e.g. if the co-coordinator is
concerned at the lapse of time since the threat was received) should a fire alarm be
used?

If at all possible staff and any members of the public should be asked to

take personal belongings with them as this will facilitate the search. Assistance must

be given to people with mobility disabilities to evacuate the building safely. In the
event of an incident in the evening, the building will be closed until the next morning.
Windows and internal doors should be left open where possible, and lights left on.
Main entrance/exit doors should be locked, after the building is cleared. The
evacuation area should be at least 100m away from the reported location of any
suspect package or building which may contain a device and ideally 500m away if
possible.

The biggest dilemma facing anyone responsible for an evacuation plan is how to

judge where the safest place might be. For example, if an evacuation route takes
people right past a suspect device outside the building evacuation may not be the
best course of action. Protected spaces may have to be considered.

Protected spaces in permanent structures may offer the best protection against
blast, flying glass and other fragments. They may also offer the best protection
when the location of the possible bomb is unknown, when it may be near your
external evacuation route.

Since glass and other fragments may kill or maim at a considerable distance from
the centre of a large explosion, moving people into protected spaces is often
safer than evacuating them onto the streets. Protected spaces should be located:

e In areas surrounded by full - height masonry walls e.g. internal corridors,
e toilet areas or conference rooms with doors opening inwards.

e Away from windows and external walls.

e Away from the area in between the building's perimeter and the first line

of supporting columns (known as the 'perimeter structural bay").
e Away from stairwells or areas with access to lift shafts where these open

at ground level onto the street, because blast can travel up them. If,
however, the stair and lift cores are entirely enclosed, they could make
good protected spaces.

e Avoiding ground floor or first floor if possible.

e In an area with enough space to contain the occupants.

When choosing a protected space, seek advice from a structural engineer with



knowledge of explosive effects and do not neglect the provision of toilet
facilities, seating, drinking water and communications.

The decision to evacuate will normally be that of the Chief Executive Officer
(Assistant Chief Executive Officers), but the police will advise if requested. In
exceptional cases they may insist on evacuation, although they should always do so
in consultation with the Chief Executive Officer (Assistant Chief Executive Officers)
or Co-coordinator.

Planning and initiating evacuation should be the responsibility of the Chief Executive
Officer (Assistant Chief Executive Officers) supported by the Co-coordinator.
Depending on the size and location of the building, the plan may include:

« full evacuation outside the building

e evacuation of part of the building, if the device is small and thought to be
confined to one location (e.g. a letter bomb found in the post room)

« full or partial evacuation to an internal safe area, such as a protected space, if
available

« evacuation of all staff apart from designated searchers

« Retreat to protected spaces.

Evacuation instructions must be clearly communicated to staff and routes and exits
must be well defined. Appoint volunteers (fire marshals?) to act as marshals and as
contacts once the assembly area is reached (as we do now?). Assembly areas
should be at least 500 meters away from the incident. In the case of most vehicle
bombs, for instance, this distance would put them beyond police cordons - although
it would be advisable to have an alternative about 1km away. Car parks should not
be used as assembly areas.

Disabled staff should be individually briefed on their evacuation procedures. Many
organizations advise the use of firefighter lifts for evacuating disabled staff in the
event of an incident.

In the case of suspected:

« letter or parcel bombs - evacuate the room and the floor concerned along with
the two floors immediately above and below

e responses to chemical, biological radiological (CBR) incidents will vary more
than those involving conventional or incendiary devices, but the following
general points should be noted

e The exact nature of an incident may not be immediately apparent. For
example, an improvised explosive device (IED) might also involve the release
of CBR material

« in the event of a suspected CBR incident within the building, switch off all air
conditioning, ventilation and other systems or items that circulate air (e.g. fans
and personal computers). Do not allow anyone, whether exposed or not, to



leave evacuation areas before the emergency services have given medical
advice, assessments or treatment

« If anincident occurs outside the building, close all doors and windows and
switch off any systems that draw air into the building. Agree your evacuation
plan in advance with the police and emergency services, the local authority
and neighbors. Ensure that staff with particular responsibilities are trained and
that all staff are drilled. Depending on the type of incident, you may need to
agree with the police what action you take. Building managers should ensure
that they have a working knowledge of the heating, ventilation and air
conditioning systems and how these may contribute to the spread of CBR
materials within the building.

A small team of volunteer staff organized in advance must remain, at a safe area,
to liaise with the police / fire on their arrival and assist in any search of the
building.

4.5 ON ATTENDANCE - POLICE POLICY ON SEARCHING THE PREMISES.

Having been advised of a bomb threat, it is not normal police practice to
search the premises. This is because police officers: -

« are unlikely to know the layout of the buildings or, therefore, the likely
places in which a device could be concealed; and

* being unfamiliar with the premises, would not be able to distinguish
between items which ought and ought not to be there.

4.6 MAKING A SEARCH

In the event of evacuation, searches should be made prior to re-occupation of the
premises and that responsibility lies with the businesses occupying the premises.
The police will take responsibility for the public areas adjacent to buildings or sites.
When preparing a search plan it is recommended that the Chief Executive Officer
(Assistant Chief Executive Officers):

e Request the Co-coordinator to produce and maintain a search plan. He or she
should initiate any searches and liaise with other searchers accounting for all
personnel undertaking this activity.

« Divide the building into search sectors, each of a manageable size for one or
two searchers and ensure all parts of the building have been searched.

« Prioritise the important areas that need to be searched, particularly those
areas open to the public, other vulnerable areas such as cloakrooms, stairs,
corridors and lifts, as well as evacuation points and routes, car parks and other
outside areas such as goods or loading bays

« Consider how to initiate and monitor the search:

o by sending a message over the intranet
o by telephone cascade.



e Ensure the searchers know what to do on discovering a suspicious item -
under no circumstances should it be touched or moved in any way - and the
police should be informed immediately

In deciding whether to initiate a search the safety of employees must be the
overriding consideration. No one can be compelled to perform a search.

If on advice from the police the decision is to initiate a search, the

responsibility for directing and supervising it attaches to the relevant Chief Executive
Officer (Assistant Chief Executive Officers) who may request assistance form the
designated Co-ordinator.

The search should be conducted in a methodical way. To this end, two
representatives from each business unit within the building should conduct the
search

independently, including all rooms, toilets, kitchens, offices, stairwells and
corridors. The search of the ground floor should also include outside areas
and the perimeter of the building.

Precedence should be given to searching evacuation routes and public areas, and
the search must be very thorough. All floor space, furniture and fittings, right up to
ceiling level must be checked, (including cloakrooms, corridors, stairways, car parks
and the outside of buildings). However, as bombs (especially incendiary devices)
can be quite small and easily disguised, thorough searching of some areas e.g.
libraries would be very time consuming. Therefore, searching may not always be
completed effectively, and waiting to see if an explosion occurs may be the safer
course of action.

At the conclusion of their search the searchers should report their findings to
the co-coordinator who will advise the Chief Executive Officer (Assistant Chief
Executive Officers) and police.

Should anything suspicious be found a marker should be placed close to (but
Not on) the item. The item can then be readily identified by the police, who will take
control of the incident.

4.7 REOCCUPYING THE BUILDING

If the search has revealed nothing untoward and if, therefore, the Chief Executive
Officer (Assistant Chief Executive Officers) and Co-coordinator (in liaison with the
police) concludes that the risk to people and

property is minimal; reoccupation of the building should take place. If there

is any doubt at all about the safety of staff, the building must not be reoccupied.

The Chief Executive Officer (Assistant Chief Executive Officers) and Co-coordinator
should take advice from the police as regards what to do next.
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4.8 RETURN TO THE BUILDING:

Reoccupying the building will be a decision by the Chief Executive Officer (Assistant
Chief Executive Officers) acting upon the advice of the Coordinator and police.

Staff concerns must be addressed, the incident reviewed as a ‘hot debrief and
additional security measures for reassurance introduced immediately to address staff
welfare.

4.9 BOMB THREATS AND SUSPECT PACKAGES GUIDANCE

This Section has the following guidance:
Bomb Threats Received by Telephone/Postal /Suspect Packages Guidance

4.10 POLICE ADVICE CONCERNING BOMB HOAXES AND THREATS
Unfortunately ‘bomb hoax’ telephone calls are a common occurrence.

Heads of Services should identify staff who are likely to receive telephone calls direct
from the public and should ensure they are aware of this procedure. Heads of
Services should ensure staff report all such calls to them or a nominated Line
Manager confidentially and immediately.

Usually bomb threats come in anonymous telephone calls.
They could however be mailed or even surreptitiously delivered.

Note: Staff who receive telephone calls from the public must be made aware of the
information below

As soon as it is clear the caller is making a bomb threat, LET HER / HIM FINISH
HER / HIS MESSAGE WITHOUT INTERRUPTION. If any response is essential as
to a statement such as ‘this is about a bomb, are you listening?’ keep it to one or two
words. Whilst the caller talks, get the message EXACTLY also listen for clues to:-

1. Caller's sex and approximate age.

2. Noticeable condition affecting speech such as drunkenness, laughter, anger,
excitement, and incoherence.

3. Peculiarities of speech such as foreign accent, mispronunciation, speech
impediment, tone and pitch of voice.

4. Background noises audible during the call such as music, traffic, talking, and
machinery.

When caller has given the message, try to keep them in conversation.

The following are key questions and should be asked, if possible, AFTER THE
CALLER HAS GIVEN HER /HIS MESSAGE:-

1. Where is the bomb located?

2. What time will it explode?
3. When was it placed?
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4. Why was it placed?
5. ldentify at which building / site the device has been left?

Note whether the caller repeated his message or any part of it.

Note the exact time of its receipt.

Write the message down IMMEDIATELY after the call.

Note the caller display number if shown or the text on the screen or dial 1471 if
available.

IMMEDIATELY after that notify your Supervisor or Manager.

Repeat the message EXACTLY AS YOU RECEIVED IT; then fill in the other details
you were able to get.

BE CALM, LISTEN CAREFULLY, REPORT EXACTLY
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Appendix 1

CHECKLIST - WHAT TO DO IF YOU RECEIVE A TELEPHONE BOMB THREAT

BOMB THREAT QUESTIONNAIRE — GUIDE AND CHECKLIST

If possible, attract the attention of a colleague immediately so that they can tell your
supervisor or manager. But do not put down the handset or stop the conversation.

If you have telephone recording facilities e.g. voice mail enabled, switch on the
recording device

Tell the caller which organization we are — Ynys Mon County Council and office /
school location you are speaking from.

Try to keep the caller talking (apologies for a bad phone line, accent etc and ask him
or her to speak up, and so on). Get as much information as you can.

Fill in this form as you go along. Ask the questions below if the caller does not give
you information that you need. Try and ask them in the order they appear so that you
don't miss any out.

e Record the start time of call
Record the exact wording of the threat:

e Now ask the following questions of the caller :

Where is the bomb right now? (Include building(s)/street/town)
What time will it go off?

What does it look like?

What kind of explosive is in the bomb?

What will cause it to explode?

e Repeat the above details to the caller and ask for confirmation

Why are you doing this?
Who are you?(name/address/organization)

What is your telephone number? (WHAT IS DISPLAYED ON YOUR
HANDSET?).

Record the time when call completed.

13



e Where number is displayed note before replacing handset or if automatic
number reveal equipment is available (dial 1471, call minder etc.) - record
number or display shown, if any

e When the call has finished give this form to your manager or co-ordinator and
note the name of that person. They will decide what to do next. The more
information you can get, the easier it will be to decide whether the warning was
serious or not.

e |f the message was being recorded, take steps to preserve the ‘tape’ and do
not record any further calls. (you may wish to contact ICT colleagues for this)

14



FILL IN THESE ADDITIONAL DETAILS AS SOON AS POSSIBLE AFTER

FINISHING THE ABOVE.

The caller

Man[] Woman[] Chid[] Young[] OId[] Don'tknow]| ]
How they sounded

Caim[]  Excited [] Rapid[] Slow][ ]

Well Spoken[ ] Regional Accent/ Dialect [ ] Disguised [ ]

Rational [ ] Rambling[ ] Drunk[ ]

Laughing[ ] Crying[ ] Serious[ ] Angry|[ ]

Deep [ ] Soft[ ] Speech Impediment[ ] Nasal[ ] Lisp[ ] Hoarse [ ]
Any further details (don’t worry how trivial they may appear):

Did the voice sound familiar? (If so whom?)

Give any further details:

Was the caller reading the message? Yes[] NoJ ]

Other noises during the call

Any noise on the phone line? Yes|[ ] NoJ ]

Give details :

Street Noises [ ] Traffic[ ] Talk[ ] Typing[ ] Animal Noises|[ ]
Machinery [ ] Aircraft[ ] Railway [ ] Boats/Docks [ ]

Music [ ] Pubs etc[ ] House Noises[ ] Children[ ] Crockery|[ ]
Others:

Did the caller use a pay phone (pay tone or coins)? Yes[ ] No][ ]
Did you hear the operator? Yes[ ] NoJ[ ]

Were there any interruptions to the call? Yes[] NoJ[ ]

Give details:

ANY OTHER REMARKS:

e Person Completing this form:
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e Number you received the call on (including extension).
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Appendix 2
POLICE ADVICE CONCERNING SUSPECT DEVICES

Suspect Devices:

These may include Bombs placed within sports bags, holdalls, rucksacks or litterbins
usually designed to cause personal injury and disruption. They can be of varying size
and weight, but they all have the potential to be fatal.

Checklist for Business Unit colleagues:

Keep all public areas clear of items including parcels and bags

Carry out frequent checks both inside and outside buildings for anything suspicious.
Do not allow rubbish to pile up outside your premises.

Ensure CCTV (where fitted) is working effectively, including recording facilities.
Secure and lock any unattended rooms or storage areas.

Keep vehicles and stock secure and tidy when left unattended.

Keep a constant lookout for anything suspicious or unusual in the area.

Report anything suspicious to your manager or coordinator immediately.

Do not touch, move or interfere with anything suspicious.

On discovery of a possible suspect device notify your supervisor, manager,
coordinator or if not immediately available the Police on 101 or 999 or 112 to seek
advice.

DO NOT -

Attempt to open the suspect device.
Move it.

Place it within a vehicle or other container
Tamper with it in any way.

Allow anyone else to interfere with it.

abrwnE

DO MAKE A NOTE OF THE FOLLOWING -

1. Type of container.

2. Size of container.

3. Does the container appear full/bulging?

4. Identifying mark on container.

5. Its exact location

6. Nearest property

7. Are there any similar items nearby?

8. A description of the person placing the device.

Do not touch the suspicious object. Try to discover its owner. Do not panic or induce
a panic situation. It may be necessary partially to evacuate the area around the
suspect object in a controlled manner, (i.e. advising route to be taken) - sounding the
fire alarm system is not advisable at this stage as people may evacuate through the
potentially dangerous area.
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POLICE ADVICE CONCERNING PACKAGE BOMBS/INCENDIARY DEVICES

PACKAGE BOMBS/INCENDIARY DEVICES

Postal bombs are not likely to be in large parcels but rather in flat letters weighing up
to four ounces, or in packets the size of a book. Bombs can however be of any
shape or size and anything suspicious should be reported.

REMEMBER - You must not move them. They may explode on opening, so look out
for:-

1. The postmark and any name and address of sender.

2. The writing, which may be stenciled.

3. The balance, which, if uneven, is suspect.

4. The weight, if it seems excessive for the size treat as suspect.

5. Any protruding wires, (even the best-prepared devices can be come undone in
transit) treat as suspect.

6. Any hole, (like pinholes) in wrapping or envelope.

7. Greasy marks, on wrapping or envelope, which could be from ‘sweating’
explosives.

8. The smell, some explosives have an aroma of marzipan or almonds.

9. The ‘booby’ trap, could be one envelope tightly taped or tied with string inside
another, examine both for indications listed above.

RECIPIENT —

1. Keep calm.

2. Don’t move it.

3. Don’t open it.

4. Don’t let anyone else interfere with it.

5. Don'’t place in a container.

6. Don’t place on the floor or in a corner.

7. Do put it on a flat surface.

8. Ensure that it is easily identifiable to Emergency services.

9. Evacuate adjacent rooms.

10. Advise your supervisor or if not available Call Emergency Services 101, 999 or
112.

Check all mail carefully; this includes local mail and any delivered by messenger, as
there is always the possibility that Terrorist Groups, or other extreme political groups
and subversive organizations could adopt this type of terrorism.

Whatever the circumstances, you should tell the police as soon as possible what
action you are taking.
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